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T. INTRODUCTION 


—— 


The Soviet Ministry of State Security (Ministertvo Gosudarstvennol 
Bezopasnosti) is the fulfillment of thirty years! development since the 
establishment in 1917 of the Cheka to protect the infant Bolstevik party 
and to combat counterrevolution, speculation and sabotage. From this 
relatively defensive, protective position a growth through years of ine 
tricate changes has resulted in the present MGB which not only combats 
counterrevolution, foreign espionage and political deviations inside the 
Soviet Union, but also carries on a program of positive espionage, sabotage 
and assassinations throughout the world. The primary emphasis on dis- 
covering politically unreliable elements in all spheres of Soviet life 
can only be understood in the light of the aims of the Soviet state which 
insists on insulating its peoples and institutions from ideas foreign to 
Communist ere fearing a politically opposed and malcontent populace 
that might one day aid in the overthrow of the system which Bolshevism 
has erected and maintains by force. 

In considering the functions and the operations of the MGB, it should 
be remembered that, from their earliest conception, the Soviet organs of 
State Security have been primarily Party agencies subject only to formal~ 
istic control within the extant structure of the Soviet Government, Until 
the reorganization in duly 1934, when the OGPU was incorporated into the 
newly created WNKVD, little pretense was made that State Security was other 
them a Party function, taking its authority and control from the Central 
Executive Committee of the Communist Party of the Soviet Union, and, of 
course, actually from the Politburo. At the present time, in theory, the 
MCB is responsible to tho Council of linisters, formerly the Council of 
Pooples! Commissars of the Soviet Unione In fact, the MGB is responsible 
only to Josef Stalin and to the Politburo. 

It is impossible to evaluate adequatcly the scope and components of 
the MGB without considering also the functions and jurisdiction of the MVDys 
the Soviet Ministry of Internal Affairse Both ministries, of course, spring 
from the samo origins and while they are technically separate today, it 
must be remembered that actually in many fields they still operate jointly 


ond, upon occasion, almost as a singlo agoncys Both the MGB and the MVD 
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are subject to the same ultimate control, and the operations of each are 
closely integrated with those of the othere 

There have been some indications of frequent interchange of personnel 
between the two ministrics and it is known that,wherever necessary, units 
of the MVD are controlled operationally by the MGB. There are also indica- 
tions that, at least in occupied torritories, oertain functions which, 
within the Soviet Union, definitely tend to be functions of MGB have becn 
carried out, probebly for purposes of convenience, by MVD units. There 
are many signs, too, that MVD installations have beon used as cover by MGB 
personnel, although such use has boon denied by at least one apparently 
well-informed dofectore 

No offort is made in this study to delineate the s tructure, jurisdiction, 
and functions of the MVD, as suche Sinco March 15, 1946, when the use of 
the term "Pooples! Commissariat" was dropped and the term "Ministry" sub- 
stituted, on extengive reorganization of MVD and HGB has apparently been 
under waye Authentic information on this rcorganization is too fragmentary 
for complete evaluation of its significance. It appears, however, that the 
ultimate purpose of this reorganization, whichis still continuing, is: 
(1) the complete integration within the MGB of all of the intelligence 
funetions formerly porformed by eithor ministry; ond (2) the integration 
within the MGB of many, if not all, of the security functions which have 
long been considered primarily the province of the Ministry of Internal 
Affairs o 

Indications of this concentration of intelligence and security within 
the MGB appoar particularly evident in several reports stating that within 
the past yoar tho MGB has assumed the diroetion of certain uniformed troops 
which previously wore under the unquestioned control of MVDe Apparently 
the first of these troops to be absorbed were units of the MVD internal 
troops, including transport and communications ‘te It has been reported 
also that thore now exists within the MGB a directorato, probably called 
the Guards Directorate, responsible for tho administration and control of 
MGB troops which were formerly MVD units. While wo do not yet have 
sufficiont informetion upon which to base an accurate dotermination of the 
significonco of this trond, it is at loast possiblo that e. logical conclusion 


might be the contralization of all intclligenee and security within tho MGB, 
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leaving the MVD srt iy concorned with administrative control of the 
Soviet population and with the utilization of the tremendous labor pool 
provided by the millions of individuals confined in the MVD forced=labor 
camps, In this regard it is known, of course, that the MVD has in recent 
years become increasingly active in the administration and direction of 
large industrial and construction projects throughout the Soviet Union, 
and that through its various industrial combinos the ministry has assumed 
inereasing control over industrial oxpansion and construction within the 
USSR. So tremendous in scope are tho functions and the powors of these 
two ministrics that together they resemble a state supcrimposed upon a 
states ; 

The complicnted process of evolution which has produced the present 
MGB cannot yet be fully and cloarly described, primarily because of the 
unavailability of sufficient current, authentic sourcese Even factors in 
the development which have remained relatively constant, such as the overall 
planning of intclligeonco and counterintolligence functions and tho high 
degreo of collaboration among the MGB organs and between the MGB end other 
orgenizations of the Soviet state, cannot be presented in the proper 
perspective and detail. This preliminary study, thorofores is on cxamina= 
tion of the organization and functions of tho MGB based on information 
obtained from mony sources, which information rofers frequently to its 
predecessor organizationse 

It should be noted that recont reports havo alleged the oxistonce of 
numerous directorates, scotions, and subdivisions under various names, 
numerals, ond lotterse As a large Aube of these reports are in dis- 
gercoment, only such organizational units of the MGB reliably reported 
upon from more than ono soureo, and whoso oxistonce can bo considered 


at loast fairly well established, have been included in this studys 


IIo HISTORICAL DEVELOPMENT 
The Russian people have lived under the despotic power of the Boyars, 
tho Czars, ond the Bolshoviks. State opprossion has beon a traditional 
and constant force only now reaching its fullest and most refined development. 
The first steps toward a central agoncy for the protection of the 


state were taken by Ivan the Terrible in his struggle with tho Boyars when 
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circa 1564 he croated the Oprichnina, the first Russian Stote Police. 

The Oprichnina was almost a state apart; it possessed its own spooial 
court, its own army and its own polices Mombers of the agency, the 
Oprichniki, swore to allow neither God nor man to come between thomselves 
and Ivants commands. 

Despite the efforts of the Oprichniki and of lator state seourity 
forces, Russian history has been flecked with plots, assassinations, and 
rebellions. Undor Petor the Great the systom of policing Russia, with 
emphasis on state security, became firmly establishede During tho roign 
of Nicholas I the 3rd Soction of Nicholas! Court Chanecry bore the respon- 
sibility for state security. Apparently the 3rd Section was unablo to 
cope successfully with the incroase of rovolutionary activity in the 19th 
century, and in the 1880's the notorious Okhrana was founded. Among 
Okhrona sections, ono had tho task of spying on soparntist movements among 
the various nationalitios in Russia, another employed agents to carry out 
surveillance of foreign diplomats in Russian, and a third was responsible 
for counterospionage within the country, An 00 (Osoby Otdel) or Spccial 
Section undertook the surveillonce of Russion political refugees cbroad, 

a duty which has devolved upon the successors to the Okhrana down to the 
_ presont timo. 
CHA 

When the Bolsheviks camo to power in Octobor 1917, KERENSKI was cons» 
sidering a revival of the Okhrana, which had been pormitted to deteriorate 
after the March revolt. Shortly after the October revolution, LENIN and 
the Council of Peoples! Commissars decided that, without similar organi- 
zation, the new government could not copo successfully with the riso of 
counterrovolution soon supported by invading armics and foreign nid. 

The first step toward croating such an organization was tho issuance 
of a decroe by LENIN on 11 December 1917, doclaring the Cadets or Cons 
stitutional Democrats a party of onemios of the people and making tho 
directing mombors of tho Cadet Party liable to trial by revolutionary 
tribunals, LENIN thon wrote, on 20 Decomber 1917, a momorandun to Felix 
Edmondovich DZERZHINSKI, an old Bolshevik and trusted Party functionary, 
containing the draft of a goneral decreo for combatting counterrevolution 


and sabotagee He suggested that the Commissoriat of the Intcrior should, 
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with the aid of house committees, assume supervision of all the members 

of the bourgeoisie, the landowners and the wealthier classese Such 
porsons, and employeos of banks, investmont firms and other institutims 

as woll, wore required to submit to the house committcos information con~ 
ccrning their incomes and occupationse In January 1918, the Sovnarkom 
willingly accepted the recommendation of DZERZHINSKI that the irregular 
activitios of the inchootte force of secret police, which had sprung up 
almost immodiatcly aftor the seigure of power, should be dofinitely 
organized under an "All-Russion Extraordinary Commission to Combat 
Counterrevolution, Speculation ond Sabotage" (Vscrossiskaya Chroz- 
vychainaya Komissiya po Borbe s Kontr-Rovolutsici, Sabotazhem i Spekulatsioi, 
or Choka) » with the primary purpose of protocting tho infant Bolshevik 
regime. In tho first months of its oxistcneo Cheka headquartors wore 
moved from Leningrad to Moscow, Tts first diroctor, at least in Leningrad, 
appears to have becn Mosos URITSKI, who was assassinated in August 1918 

by a membor of the Socialist Rovolutionary Party, Leonid KANNENGIESSER. 

According to an apparontly reliable source, a certain YOSILEVICH was 
adjutent to URITSKI in Leningrad; one of the carliost chiefs of the Cheka 
in Moscow was MESSING and other important early leaders of tho Cheka 
were UNSCHLICIT, MOGILEVSKI, ARTUSOV, KATSNELSON, TRILLISER, KOGAN, BRESLAU, 
SACHS, GOLOSEKIN, 2HUROVSKI, SAFAROV, KUN, SEMLIACHIKO, LANDER, VEINBERG, 
SVARTS, FINKELSTEIN, EHLENKRIUG, GRUENSTEIN, MEISEL ond KEDROV. Another 
source lists YAGODA together with MENZHINSKI as deputics to DZERZHINSKI 
under the Cheka and the following as chiefs of soctions of the Chcka; 
SOSNOVSKI, LITVIN, MIRONOV, GAT, AGRANOV, KURSKI, TSESARSKI, PETROVSKI, 
KAGAN and BERMAN. 

By a decree of 7 November 1918, DZERZHINSKI was made president of the 
Cheka which by this timo had adopted much tho samo mothods of spying, oral 
examinations ond seerct trials as had been used by the Okhrana. 

The Cheka was sone subject to control than the Okhrana, which had 
beon directly subordinated to the Imperial Ministry of the Intcriors 
Moreover, the Cheka, from the first, assumod the powor to punish even by 
death those countcrrovolutimarics whom it discovered, whilo the Okhrana 
had no such legal powor,. Gradually DZERZHINSKI built the Cheka into a 


firmly ostoablished stato security organizations 
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OGPU 

In 1922, when the civil wars had ended and order was substantially 

rostorcd, the Cheka was ostensibly abolished in on attempt to dispel the 
public fear ond anxiety which it had ongcendorode Togothor with the 
announcement of tho Now Economie Policy, a now organization was created, 
the "State Political Diroctorate" ( Gosudarstvonnoyo Politicheskoye 
Upravioniye, or GPU) which, in everything but name, absorbod the Choka. 
Whon, in tho following yoaor, the Sovict republics were fedcrated, the 
GPU became tho OGPU or Union State Political Diroctornte (Obedinyonnoyo 
GPU), ot tho all-union level, with local branches rotaining tho title 
GPUs The OGPU, responsible diroctly to the Contral Executive Committes 
(TsIK) of the All-Union Communist Party (bolshevik), morged in a single 
federal secret administration the primary duties of "maintaining the 
revolution." It took ovor from tho Cheka the following subordinate organs: 

(1) Operational (or goncral) 

(2) Foreign (INO « Inostranny Otdel) 

(3) Economic (EKU ~ Ekonomicheskoyo Upravloniye), dealing 
with industrial offences, especially sabotage, 
bribery, counterfeiting and smuggling 

(4) Transport 

(5) Counterintelligence in the Red Army 

(6) Socret Servieo (SO-Sckrotny Otdol), responsible 
for detecting counterrevolutionary tondencios 
in the USSR. 

DZERZHINSKI personally controlled the OGPU until his death in 1926, 
although nominally he was but one momber of a collegium of 14 or possibly 
15 commissionors sharing the administration of the OGPU. While the first 
Constitution of the Sovict Union had failed to mention a state security 
orgonization, the second Constitution proclaimed the structure and the 
tasks of tho OGPU in a special decreo of 15 November 1923, promulgated 
by the Presidium of the Central Executive Committee of the Partye Provision 
was made for the appointment of the director or president of the OGPU and 
his deputies by the Contral Committee and the tasks of the organization 
were dofined as follows: 

(1) Direction of the GPU offices of the Sovict Republics ond 
the special departments of military districts, as well 


as principal divisions subordinate to the GPU. 


(2) Direction and administration of the special departments 
at the front and in the Army. 


(3) Political protection of tho Sovict fronticrse 


(4) Operational work in the territory of the Soviet Unions 
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The functions of the OGPU, according to the same decree, also have been 
listed as: 
(1) The suppression of counterrovolutionary acts, including 
banditrye 
(2) Tho taking of measures to provent espionago. 
(3) The guarding of railways and waterwayse 
(4) The political protection ef the Soviet fronticrs. 
(5) The provention of smuggling and of illicit frontier 
crossings. 
(6) The oxceution of special dutios assigned to it by the 
Central Executive Committee or by tho Sovnarkoms 
An unverifiod report lists the following "departments" of the OGFU 
ns of 1923: 
(1) Secret Department under KSENOFANTOV 
(2) Information Department under ANTIPOV 
(3) General Department under MOROS 
(4) Foreign Department under MESCHTSCHERJSKOV 
(5) Finance Departmont under DEITZ 
(6) Rogistration Department under FOMIN 
(7) Propaganda Department undor KATZ 
Suprome authority over tho OGPU was actually in the hands of the thon 
Secretary General of tho Communist Party, Joscf STALIN, with the oxecutive 
authority vested in the chicf of the OGPU with full power to handle routine 
state socurity matters, The OGPU chief and his two deputy chicfs formed 
“the Troika which acted in oases of emergency, discussed summary reports 
prepared by the two deputy chiefs of OGPU, and formulated instructions 
and orders for dopartmontal chiefs, Tho Troika also preparod oll agonda 
for the sessions of tho Collogium of the OGPU and was responsible for the 
execution of dccisions made by the Collcgium, which, in principle, had 
both executive and judicial powers. Actually, howover, the Collegium was 
only on advisory council, final decisions being mado cithor by the Troika 
or directly by tho chiof. All cases where capital punishment was mandatory 
wore, however, brought before the Collegium. It apparently consisted of 
fourteon members: tho chicf of tho OGPU, two deputy chicfs, ton departmental 
chiefs and one administrative chiofs 
Below the Collegium was tho so~called Osoboyo Soveshehaniys - Special 
Advisory ond Arbitration Council or Special Commission as it was called - 
with no permanent membership; it was a loosely bound group made up of 
departmental chiefs with ao deputy chicf of OGPU as chairman. This 
commission, aside from its administrative duties, also handled minor 


political cases where the maximum punishments were prison scnteneces and 


deportation to forced-labor camps undor the administration of USLON 
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(Upravleniye Sovietskikh Lagerci Osobovo Naznacheniya) - Administrotion 
of Soviet Special Assignment tforecd=Labor) Camps e 

Vyacheslav Rudolfovich MENZHINSKI, who succeeded DZERZHINSKI in 1926, 
had beon a lendor of the Cheka and a deputy director of OGPU since 1925. 
His ill health allegedly eidey the actual power within the OGPU into the 
honds of his two deputies, Genrich Grigorevich YAGODA, who had held his 
post since 1924, and Mikhail TRILLISSER, longetime chief of INO, the 
Foreign Department. YAGODA is said to have beon devoted to STALIN, to 
whom, however, his policy of mass depar tations and staged trials was to 
bocome on extreme ombarrassmonts In 1931 STALIN attempted to restrain 
YAGODA by reducing him from tee aenuty +0 2nd deputy ond by superimposing 
WENZHINSKI's former chief assistant, Ivan Alexandrovich AKULOV. The 
latter reportedly was unable to hold his own against YAGODA'ts intrigues 
and aftor a year was sent to on inferior post in the Donbas. Upon the 
National Socialist asconsion to power in Gormany in 1933, STALIN saw that 
the Soviet Government would for a time increasingly have to ally itsclf, 
at Loast verbally, with the Western Europoan countrios and that the 
publicity which the OGPU was receiving under YAGODA'ts direction constituted 
on serious obstacles He therefore rocalled AKULOV, appointed him to the 
now office of State Prosecutor and, in Decombor 19335, conferred upon hin 
spocial powers "to strengthen the law" which, at least in theory, onabled 
him to ovorridc tho judicial docisions of the OGPUe He seoms to have 
received the specific duty of “supervision of the legality and rogularity 


of the actions of the OGPUe" 


NEVD 

Dissatisfaction with the work of the OGPU repartedly had been growing 
over a period of yoars and, apparontly as a step toward its liquidation , 
tho Republic Commissariats of the Intcrior had boon abolished in 1931le 
To take the OGPU'ts placo STALIN rosorted to the reestablishment, on an 
all-union basis, of the NKVD. (Narodny Komissariat Ynutronnykh Del) or 
Pooples* Commissariat of Internal Affairs which had existed until 1922 
in the RSFSR. 

The NKVD was established by a special decree of the Central Exccutive 
Committee of the All-Union Communist Party (bolshovik) in July 1934 in 


which the functions of the new All-Union Commissariat were defined as follows 
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(1) The protection of the revolutionary order and of 
state sccurity. 
(2) The protection of socialist proporty. 
(3) National rogistration of births, deaths, marriages 
and divorcos,. 
(4) The protection of tho frontiers. 
By virtue of this decree, the intclligence and counterintolligence or gons 
of the OGPU became the Central Directorate of State Security (GUGB) of the 
NKVDe Other functions of the OGPU wore placed under other NKVD dircctor- 
ates, as noted below. This decrec implied on increasing centralization 
of authority and administration, but tho now organization appcars to have 
changed little from its predccesscr in personnel, mothods or scope; we 
can, therefore, judge the oxtent of the development of the OGPU, for the 
NKVD at the timo of its organization is knowm to have beon divided into 
& numbor of directorates, among which the following were the most important: 
GUPV (Glavnoyc Upravleniyo Pogranichnykh Voisk ) - Central 
Directorate of Frontier Troops. Responsible for 
frontier control; had espionage and countorespionage 
functions. 
GURKM ( Glavnoye Upravloniye Rabocho-Krestyanskot Militsii) + 
Central Directorate of Workers and Peasants Militia 
GULAG (Glavnoye Upravloniye Lagerei) = Contral Directorate 
of Camps. 
GIU  (Glavnoye Tyuromoye Upravleniyo) - Central Prison 
Diroctorate. 
GUGB (Glavnoye Upravleniye Gosudarstyennoi Bezopasnosti) - 
Central Diroctorate of State Security; also referred 
to as Gugboz and GOS DOZ« 
From these directorates it is obvious that, as constituted, the new NKVD 
represcntcd primarily only the OGPU under a new namo, Ono oxception, 
however, is found in the transfer of the judicial organs of the OGPU to 
the normal Sovict judicial agencios rathor than to the NKVDe 

The first Comfisor of NXVD was YAGODA, who replaced MENZHINSKI ‘after 
his death in 1934, and who controlled all NKVD directorates, the powers 
of which wore increased, espocially in the case of the GUGB, as a rosult 
of the murdor, in Docember 1934, of STALIN's closo personal friond Sergei 
Mikhoilcovich KIROV, Secrotary of tho Leningrad Communist Party. 

In 1936 YAGODA was dismissed by STALIN and replaced by Nikolai 
Ivanovich YEZHOV, who had been presidont of the Party Control Comission 
since 1935. YEZHOV prococded to carry out a purgo of GUGB in April 1937, 
which was followed by other purgos, notably those of the "Anti-Sovict Bloc 
of Rights and Trotskyites" of March 1938, in which YAGODA, RYKOV, ond 
BUKHARIN were liquidated, and the purge of the high command of the Red Army, 


which included Marshals TUKHACHEVSKI ond YEGAROV, two months Inter. 
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YEZHOV maintained his position only until 1938, when ho disappeared, 
according to many reports, having been oither shot or poiscned for "polit- 
ical roasons »" On 8 Decombor 1938 ho was replaced by Lavrenti Pavlovich 
BERTYA, who had been a Chokist in 1921 and who, in 1931, had become 
Secretary of the Central Committec of the Communist Party in Georgians 
By his strongly prowStalinist ond historically perverted History of 
Bolshevism in fronscaucasis, written in 1957, BERIYA may woll have 
strongthoned his friendship with Stalin and helped pave the road to his 


appointment to YEZHOV'!s poste 


NKGB 
in March 1941 the GUGB/NKVD had grown so important that it was made 


on independent Commissariat: the Peoples' Commissariat of State Security 


(Narodny Komissoriat Gosudarstvennoi Bozopasnosti) or NKGB. Its first 


commissar was Vsevolod Nikolayovich MERKULOV, who had boen first Deputy 
Commissar of the NKVD in 1958 and had been associated with BERIYA in the 
early Bolshevik days in Tiflis. The new Commissariat had a short life at 
this time for on 20 duly of the same year it was incorporated into the 
NKVD. This rovorsion was almost certainly duc to the German attack on the 
USSR which had taken place a few weeks carlior and had raised problems 
with which a Commissariat so recently established could scarccly have been 
competent to decals In May 1948, however, with the lessening of German 
pressurc, the GUGB again was given indopendont status as the NKGB, and 


MERKULOV was once more appointed its heads 


MGB 

On 15 March 1946, apparently for political and propaganda reasons, 
oll Peoples! Commissariats were renamed ministrics and the NKGB became 
the MGB. MERKLUOV romained as its hend until replaccd as Minister of the 
MGB on 15 August 1946 by Viktor Semeonovich ABAKUMOV, wartime chief of 
countorintelligonce in the Armed Forees (SMERSH). According to some un- 
verificd reports MERKULOV was purged, although ho also reportedly was 
placed in charge of Soviet atomic rescarch under BERIYAe Very recontly 
it was officially announced in Moscow that MERKULOV had been placed at 
the head of a ai created "Chief Directorate for the Administration 


of Soviet Property Abroad." The cxact functions and purpose of the new 
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agoney are as yet unimown, but it is interesting to note that one of 
MERKULOV's deputies in tho Ciroctorate is Vladimir G. DEKANOZOV, former 
Deputy Minister of the MID. DEKANOZOV for = years was o high official 
of the NKVD and is known to have had at least some authority in intelligence 
mattors as late as 1945 while assigned to tho NKVD. 

Since 11 November 1941 BERTYA had been Deputy President of the Sovnarkom 
(Sovict Narodnykh Komissarov = the Council of Pooplest Commissers, lator 
the Coumeil of Ministers). Tho ton Deputy Presidents of tho Sovnarkom, 
Bt the time, each exercised a general supervision over one or more Comuise 
sorints in addition to his owne Tho NKGB was allotted to BERIYA and thus 
he controllod, betwoen 1941 and 1946, both Commissariats, the NKVD as its 
Pooplost Commissar and the NKGB through the authority vested in him by 
the Sovnarkoms, On 10 July 1945 BFRIYA received the rank of Marshal, and 
in 1946 ho became a mombor of tho Politburo, It appears that at the 
present time he has oxtensive co-ordination and control functions in 
respect to the activitics of both tho MGB and the MVD (Ministry of Intcrnal 
Affoirs), although he has not officially headed oither agoncy since 15 
January 1946 when he was replaced as Peoples! Commissar of NKVD by Colonel 
General Sergei Mikiforovich KRUGLOV who had boon Deputy Pooplest Commissar 


of the NKVD since 1939, 


III. CENTRAL MGB HEADQUARTERS 

As Structure 

Known reorganizations in occupicd territories, as woll as other 
factors are tho basis for the belicf that since oarly 1946 the MGB has 
been undergoing coxtonsive reorganization, tho oxact ultimate purpose of 
which is not yot complotcly clear. Similarly, the cxact present struc~ 
ture of central MGB headquarters is not known with finality, but it is 
undoubtedly on outgrowth of the trials and errors of tho Cheka, the OGPU, 
the GUGB/NKVD and the NKGB. Some dircctorates and sections of tho MGB 
have, in the course of these yoars, remained relatively unchanged, 
especially the Ist Spocial Scetion which maintains files and archives, 
while othors havo undergone radical changes in orgonization and functions; 
for example, tho EKU which deuoresea from a purely administrative organs 
ization, It is fairly cortain that MGB dircetoratos at USSR level 


exercise strict control over their subordinate organizations on republic, 
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province and district levels. In addition to the directorates on tho 
USSR level, certain scetions and directorates which carry out executive 
and administrotive functions for the INU, KRU, etee, are also organized 
on USSR ievel and are indcpendont, as far as thoir own administrotion is 
concerned, of the dircotorates to which they are attached, Such service 
organizations are also sot up on USSR level in a Moscow directorate or 
conter, and subordinate sections are subject to strict control from USSR 
level down through republic and province level, if not necessarily through 
district lovel. Thus a section of the ist Special Section, with the task 
of maintaining card files ond‘indicos, services KRU on USSR levol, and 
sub-sections of tho lst Speeinl Section service KROts on lower planes. 
Administratively these lst Spocinl Sections and subsections are directly 
responsible to the Ist Special Section Center on USSR level in Moscows 

At tho presont timo, the contral MGB headquarters on USSR level in 
Moscow comprises an unknown number of directorates (Upravleniya) ond sce- 
tions (Otdely). In order to clarify thosc that are known, OGPU and GUGB 
organizations which preceded the MGB aro listed below. The statements 
explaining the functions of theso organizations have been left as reported 
by sources, for tho roason that not cnough material is available on the 
background of the OGPU and the GUGB to permit o thorough onalysis of theme 

While somo of the subordinate organs of State Security agoncles which 
preceded the MGB into tho present HGB structure have not been traced, 
it should be noted that most of these sectimsy, with little questim, 
exist at fe eb eone time in one form or another. The bulk of the avail~ 
able reliablo information concerning Sovict State Security organs reflects 
that tho major punetisns. purposes, and objectives of these organs have 
continucd, with minor variations, unchanged since 1917. 

The following subordinate organizations of the OGPU have been reported 
as constituting its central Moscow setup in tho first years ofter its 
ostablishmoent: 

le Porsonnel Section 

@e Eastern Section 

30 TR (Tainaya Razvedka) = Secret Soctione Supervised the life 
of the Commmist officials: maintained liaison with the 
various GPU posts in the USSR; kept files on suspects and 
agents; controlled such expressions of public life as the 
theaters, mectings, ctce; and combatted the activity of 
the churches 

4, Central Registrye Kept information in dossiors ogainst 


all suspects, ’ 
5« INO (Inostranny Otdel) = Forcign Affairs Section. In charge 


of political, military ic intelligence outside 
the Soviet bordcrs,. CRET 
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5. 00 (Osoby Otdel) = Important Affairs Sections Listening post 
- for dissatisfaction in the Red Army and Navy and in govern= 
ment offices; protocted oni assisted tho New Economic 
Policy; in charge of economic countorospionage. 

6, KRO (Kontra Razvedyvatelny Otdel) - Counterespionage Sections 
In chargo of overall counterespionago in the USSR, in the 
armed forces, and abroade 

7, EKO (Ekonomichoski Otdol) - Economic Soction. In chargo of 
protection and assistance to tho Now Economic Policy; of 
combatting sabotage and dissatisfaction among tho workers 
and of cconomic countorespionnagoe 

8. OPEROD (Opcratsionny Otdel) = Operations Soctions Organized 
and planned punitive expoditions, made arrests, shadowed 
suspects and was in charge of physical security of GPU 
proporty, supervising of prisons; exccutivo arm of tho KROQ. 

9, SPEKO (Spotsialny Otdol) - Tochnical Mattcrs Soction. Supor- 
vised radio programs, and tolegroms leaving the USSR; was 
in charge of codes, ciphers, invisible ink, etc. 

10. POLITOTDEL (Politicheski Otdol) - Political Soction, in control 
ef newspapers, poriodicals and books; monitorod the tolephone 
calls, consorcd mail leaving the USSR. 

ll. TO (Transportny Otdel) ~ Transport Sections Supervised thé om- 
ployecs of the rail and water transport systems and surveilled 
tourists in the USSR. 

12. FO (Feldyegerski Otdel) - Courior Servico Sections In charge 
of the secrot mails sorvice, diplomatic correspondence ond 
transmittal of monoy. , 

13, GUPOV (Glavnoye Upravleniye Pogron-Okhrany Voisk OGPU) = Border 
Patrol ond OGPU Troops Hondquarters Section. In charge of 
porder control sorvices 

14. INFO (Informatsionny Statistichoski Otdel) - Information and 
Statistics Section. Responsible for the collection of 
statistios on the work done by oll OGPU sections. 


An undated report, based on sources whose reliability cannot be esti- 
matod, lists the following so-called departments of OGFU with their sub- 
ordinated sections. Tho terminology used is that of tho report; no abtomae 
has becn mado to seme on tho accuracy of tho material presented. Only 
in tho caso of the Foroign Dopartmont has material roccivod from this 
gource boon used in the body of the presont study, ond it is incorporated 
in the chapter on INU 


le Special Task Departmont (Osoby Otdel). Charged with super- 
““Vising OGPU staff activitios and conduct; carriod on sur- 
voillanco of Commmist Party mombors, stato functionarics, 
Foroign Service staff ond special assignments made by tho 
chief of OGPU or the Scerctary General of the Partye This 00 
wos tho most influontial department, foared by all Sovict 
officinls and Party mombers; it was divided into the following 
soctions (otdcloniya):. 


oe Stato and Party Functionarios Section (0 Kadrov) - In charge 
of screoning all nowly appointed officials. Without its 
approval, no applicant could be appointed cither for a 
Party post or  govornment positions 

be Special Duty Sootion (0 Spotsialnoi Sluzhby) ~ Handled oll 
its own agent provocatecurs, sabotours, forgors, diversants, 
actions against enemy agents, and liquidated its om 
“unworthy” agontse 

o, Liaison Scetion (0 Svyazi) - In charge of all liaison between 
provincial or forcign OGPU units and headquarters in 
Mos cows 
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d. Museum and Laboratory Section (O Muzeya i Laboratori) - 
Collected and preserved samples of various documents, 
stamps, seals, codes, chemicals, photographs, forged 
and real currency, and maintained a complete library 
in many foreign languagess 

@. Medical Service Sections (0 Meditsinskoi Sluzhby) - 
Hondled all medical tasks of the OGPU- 


2. Counter-Espionage Department (Kontr-Razvedyvatelny Otdel)-. 
Gontained similar seobions to those of the General Staff 
of the Red Army, the work of which was duplicated by this 
parallel system. This section's primary task was the 
control and evaluation of reports of CE and intelligence 
agents of the Genoral Staff. 


3, Internal Secret Department (Vnutrenny Otdel).s Directly con- 
—rS-EST with the Control ond Inspection Commission of the 
USSR (Kontrolnaya i Inspektsionnaya Kommissiya CK CPSU), 
and was charged with direct control ond inspection and 
purging of oll Party members and state institutions and 
their omployces both at home and abrood.e In charge also 
of headquarters buildings, prisons and special assign- 
mont armed OGPU units known as CHON, the best-equipped 
armod force in the USSR. Handled all secretarial work 
of the OGPU, the Criminal Section of OGPU and tho Law 
Seetion of OGPU. The Internal Department was divided into: 


oe Kommandotura Soction (0 Kommandatury) - Headquarters. 

be Scocretarfat ond Political Section ( Sekretariat i 
Politicheskoye 0). 

ce Operative Section (Operativnoye Q). 

d, Out-of-City Section (Inogorodnoye 0) - Controlled the 
activities of privincial branches of OGPU. 

6. Criminal Section (Ugolovnoye 0) = Charged with ree 
cruiting "criminal" eloments for work with OGPU, 
in addition to rogular routine worke 

f, Legal Section (Yuridichoskoye 0) - Accused of framing 
many casos of unwanted persons which normally would 
not stend before the lowe 

ge Counterrovolution Section (O po Borbe so Spekulatsici: 
sic). 

he Anbti-Speculation Scetion (0 po Borbe so Spekulotsici). 

ie Special Task Soction (Osoboyo 0) - Authorized to supervise 
all activities of this department and hendle assignments 
which could not be handlod by other depar tments.e 

jo Military OGPU Units' Scotion (0 Voisk OGFU or O CHON).»* 


4, Special Dopartmont (Spetsialny Otdcel). Performed all assignments 
“soccer rved from various Party and state authorities, dealing 
with government industrial and agricultural activities. It 
had soctions such as: 


Xe Operative. 

be Socoretariat. 

ce Industrial 

de Agricultural 

6» Speoial Task (Osoby 0)-+ 


5. Economic ond Financial Department (EkKFO). The fiscal agont 
oF OGhU. at handled all OGPU Finances which were based on 
on unlimited eredit from the USSR government and its various 
enterprisos such as pbuilding, highway, railroad, industrial 
and other constructions where compulsory labor was suporvisode 
Financial transactions abroad wore handled through various 
crodit bureaus, otce, and agents called Commersants (brokers) 
who conducted business in countrios of their residences 
Business included aiding Sovict Mroturnoes" to liquidate their 
properties abroad, purchasing stratogic matorials, acquiring 
foreign currencies, distributing counterfoit moncoy and selling 
or dumping Soviet products to fight foreign competition or to 
provide money necded by the Comintern. or other Soviet agencies 
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6» Information Department (Informatsionny Otdel). Collected 
and dissominated informotion both at home and abroade 
Tass News Agency was under its control. 


7. Forcign Department (Vneshny or Inostronny Otdel). 


8. Operative Department (Oporativny Otdel). Handled oll 
~““youtine work of the OGPU not assignod to other dopart- 

montse It was also a service department for other 
dopartments, inasmuch as it prepared action later per= 
formed by respective sections of a given department. 
Also in charge of the so=called Militsiya (militia or 
police at home and guards of Soviet foreign missions 
abroad) e 


9, Eastern Department ( Vostochny Otdel). Its assignments were 
—opérations in Eastern countries (Asiatic)e Agents of the 

Bastern Department collaborated with Far Eastern Comintern 
agents who were setting up Comintern-patterned agents! 
nets, employing specially trained native personnel, This 
department was also very closely associated with the 
Profintern (Red International of Trade Unions), Asiatic 
section, under Secretary LAZOVSKYse Almost all Far Hastern 
Trade Unions were deeply penetrated, controlled and financed 
by agents (Soviet and native) of this department. 


10, Border Patrol and Defence Department (Otdel Pogranichnol 
Okhrany)e This departmentts quties comprised border patrol, 
contraband control ond defense against White Russion raids. 
Border patrol units were called Pogranichnaya Okhrana and 
its members wore called "Pogranichniki,g" The Border Patrol 
Department collaborated very closely with the Political 
Department of the Red Army and its commanders in all border 
ZONES « 


ll. Administration and Organization Office (AIOU)» Having the 
Status and functions of o department, this office was 
charged with the administration matters, preparation of 
plans for the improvement of the services, establishment 
of liaison facilities, administrative control of temporary 
personnel, otce 


By the time the GUGB of the NKVD was set up in 1954 the following 
subordinate organs were reportedly administered by it; the majority, it 
will be noted, had previously existed under OGIU; 


le Organization and Administration - Handled the organization of 
subordinate offices in the republics, provinces and citicsSe 


26 Seerotariat ~ Usndled the most important correspondence of the 
Administrationa 


3, INO; Forcign Department ~ In charge of the activity of the 
forcign organs of tho Gosbez and also in charge of the 
Foreign Operations Center (SOZ) created in 1937. 


4, Economic Department - Observation of morale among the workers 
and the activity of economic undertakingss 


5s Frontier Department - Handled frontier control, customs offices 
and transportation of agents into foreign countric se 


Be Railroods - Supervised railroads ond their highways, as well as 
roilway workers and their activities.s 


Te Information Department - In charge of secret agents who were 
assiened to collect intelligence concerning the political 
and economic situation within the Soviet Unione 


SECRET 


Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2 


Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2 


SECRET 


8. Seerct Department - In charge of lists of secret agents (Seksoty), 
the equivalent of German V-Men and also correspondence with 
Branch offices. 


9s Registry - Compiled tho black lists of the names of the 
snemios of the USSR. 


102 Counterespionages 


lle Commandant Office + In charge of prisons; supervised highly 
placed personalities and executed death sentences, 


12. Finance, 


13. Operations Department = In charge of the planning ond execution 
of various operaticns, such as the liquidation of revolutionary 
bands and the suppression of the countcrrevolution. 


14, Political Control ~ In charge of censorship within and at the 
borders of the USSR. 


15, Religious Department - In charge of lists of ministers and 
priests ond supervised churches. 


16, Spccial Department - In charge of the Secret Intelligence 
Service within the Army ond tho Navy. 


17. Oriental Division - In charge of sccret deputies of the NKVD 
in Turkey, Afghanistan, Iran, China, and Indias 


18. Dispatch Corps - In charge of the expedition ond transmission 
of most secret papers within the USSR, as woll as through 
diplomatic couriers outside of the countrys 


According to a source whose reliability cannot be checked, the prin- 
cipal sections of GUGB in 1939 are listed, with their respective chiefs, 
as follows; 


1st Section GUGB - Protection of the Governmont (Okhrana 
pravitolstva) - VLASIK 

and Section GUGB - Secret Political Scoction (SPO) - FEDOTOV 

3rd Section GUGB - Countecrinteliigence (KRO) = KORNIENKO 

4th Section GUGB - Special Sections (Osobyye Otdely) - BOGKOV 

5th Section GUGB ~ Intelligence (Razvedyvatclny) = Lte Gen. 
FITIN, P.Me 


It is of intorest to noto that GUGB sections were numbered since there 
is no roason to doubt that tho system of numbering has been adhered to 
and the directorates of the MGB today are also numbered, The numboring 
of soeotions and dircctoratos of the predecessor organizations of MGB 
has been confirmed by several reliable sources. Betwoon 1939 and 1941, 
possibly at tho time of the first establishment of the NKGB, the 5th 
Section of GUGB,mentioned above, became the lst Directorate of the NKGB, 
and probably of GUGB/NKVD, when the NKGB reverted to its former stntuse 
Lte Gon. FITIN is bolicved to have remained as chief of this directorate 


and FEDOTOV as chief of the Countcrintelligonce Directorato. 
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It seoms to have become customary to refer to the subordinate organs 
of the Stato Security sorvice by numbers instead of by various groupings 
of tho letters of their Russian nomes, In the following list of State 
Security organs, both tho initial ond number designations will be given 
wherever possible. It should be noted that it is difficult to tell whether 
any organizational branch is a dopartment, a directorate, a section, o 
branch or a subsection, In this papor the following nomenclature will 
be used: Upravleniyo for Directornte, Otdel for Section and Otdeleniye 
for Subsection, A number of directorates or sections have been rcoported 
which may no longer exist, possibly having been dropped in reorganizations; 
however, the present list has been made up from sources of some trust 
worthiness with the aim of including all possible State Security organs 
as well as all nena which have possibly served State Security during 
the past eight years. It is probable that most of these listed organi-g 
zations existed under NKGB, but it is extremely unlikely that they were 
carried over in the form outlined in this study when the NKGB was replaced 
by the MGB, at which time o thorough reorganization of the State Security 
service is believed to have takon places 

INU - (Inostrannoye Upravleniye) - Foreign Directorate. Also 

referred to'as the Intelligence (Razvedyvatelnoye) 
Directorate, lst Directorate and Sth Directorate. In 
chargo principally of espionage and counterintelligonco 
abroade 

SPU ~ (SekretnosPoliticheskoye Upravicniye) - Secret Political 

Directorate. Also known as tho 2nd Directorate, Its 


principal task was countcrintelligence against anti- 
Soviet cloments in the USSR. 


KRU ~ (Kontr-Razvedyvatelnoye Upravleniye) - Counterintelligonece 
Directorate, Also known as the 3rd Directorate. Principal 
task protection of Soviet institutions from foreign 


espionage. 


EKU - (Ekonomicheskoye Upravleniye or GEU ~ Glavnoye Ekonomicheskoye 
Upravleniye) = Economic or Central Eoonomic Directorates 
Was in charge of counterintelligenee and anti-sabotage 
work in industry and agriculture; may have been discontinued. 


DTU = (Dorozhno-Transportnoye Upravleniye) - Transport Directorates 
Counterintelligence in the transport systoms of the USSR. 


Directorate for the Security of Governmont Leaders (Russian name 
unknown). At one time referred to as tho Ist Dircctoratoes 
Protection of all important leaderss 

Directorate of the O0ts (Osobyye Otdely) or Special Sections of 


NKGBo In charge of countcrintelligenece in the partisan 
troopse 
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Central Directorate for CI in tho Armed Forces (formerly SMERSH, 
from "Smert Shpionam = Death to Spies"). The rcincorporation 
of SMERSH into MGB in the summer or fall of 1946 is believed 
to have been one of the first steps taken in the roorgani- 
zation of MGB in order to further centralize intelligonco 
and security functions within that ministrye It should be 
noted, however, that while formal control of SMERSH had, 
sinco 1943, restod in theory with tho armed forces, actually 
SMERSH was controlled by the NKGB and MGB, inasmuch as the 
dirocting porsonnel opparontly was completely draw from 
officers of Stato Sccurity, owing their primary loyalty ond 
allegiance not to the Red Army but to the organs of State © 
Securitye It will bo recalled in this regard, for oxample, 
that the present Minister of State Security, Viktor 
Semconovich ABAKUMOV, was the wartime head of SMERSH, 


Partison Diroctoratc. Referred to constantly as the 4th Directorates 
Responsible for the organization, in cooperation with the 
CP of the Partisan Movoment, of ospionage, sabotage and 
terrorism in tho enemy's recor. 


Directorate of Intelligonce in tho Ministry of Foreign Affairs. 
Functions unclarifieds 


Central Directorate in the Ministry of Internal Affoirse Functions 
unclarified.s 


Directorate of Intolligonce and Counterintclligence in the Ministries 
of Intcornal and Foreign Trades Functions unclarificds 


Central Directorate for the Control of the Maintcnance of State 
ond Military Secrets. Functions unclarificde 


Central Directorate for the Control of tho Purity of the Communist 
Partye Functions unclarificdy 


 Contral Directorates in Industrial Ministrios and in Industriose 
(For example: the Ministry of Heavy Machine Construction 
aud the Armaments Industry). Functions unclarifiede 


Operational Directoratce In chargo, prior to 1941, of the opera- 
tional work of tho GUGB directoratos. 


Investigation Directorate. Responsible for the investigation of 
MGB cases and the interrogation of suspoctse 


7th Directorate of GUGB/NKVDs Belicved to have been rosponsible 
for certain oode ond cipher procedures and still to exist 
in MGB in an unknown forma 


Ist Special Section, Maintenance of files and card<indices for all 
MGB organizations, 


2nd Special Section, Responsible for providing technical oquipment, 
monitoring, otcs 


3rd Special Section, Provides agents for surveillance and scarchs 
4th Special Soction. Censorship, 
Sth Special Sections. Codes. 


Information Section, Rosponsible for the publication of inform- . 
tion bullotinss 


AKhU (Administrativno-Khozynistvennoyo Uprevleniye) - Administrative- 
Economic Directorate. In charge of administrativo work 
for all MGB organizationse 
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GUK (Glavnoye Upravleniyo Kadrov) - Central Personnol Directorates 
Responsible for the administration of personnel for all 
MGB organizations. 
FO (Finotdel or Finantsovy Otdel) - Pi wonde Section or Officce 
Controls the financial resources of MGB organizationse 
Be Comordination of the MCB Espionago and Counterespionage Agencies 

Bofors analyzing the functions and structure of specific MGB head~ 
ee dieeteatens the importanco of countorespionago to the Sovict 
Union should be emphasized ond an effort made to clarify os far as possible 
the hoadquarters control, co-ordination and planning of MGB operationse 

In a general senses countorespionage within the USSR encompasses 
the prevention of all eounterrovolutionary ond anti-state activitios on 
the part of the entire Soviot population. Tho principal MGB dircctorates 
charged with this responsibility aro tho SPU, the EKU, and the DTU. The 
duties of KRU, on tho other hand, are direct ca.nterespionago, to protect 
Soviot citizens inside and outsido tho USSR ond non-military Soviet insti- 
tutions from ponetretion by forcign intelli gence servicos, The INU, in 
addition to carrying out oll of the MGB espionage work abroad, also 
appears to havo counterospionage functions regarding anti-Sovict organi- 
zations, groups and persons abroad which aro similar to those of the SPU 
within the Sovict Union. 

It appears possible that a planning committeo for counterespionage, 
with emphasis on countcrespionage within the Suvict Union, is established 
in the Central Committeo of the All-Union Commmist Party (bolshevik) 
whero all reports conccrning disturbances ond efforts directed against the 
interests of the state or against tho policies of Party leaders are 
collected, Thoso roports aro beliovod to como from the State Information 
Burcau and the Central Office of the Socrot Information Service in the 
Couneil of Ministors as woll as from the Party organization itsolf through 
the Commission for Party Control within tho Central Committees It is also 
possible that this last-montioned commission detorminos the points of 
emphasis for countcrospionage within the USSR and that the Politburo de- 
termines the policies of countcrespionage against foroign countrics.s Advice 
from these offices 1s bolieved to form the basis for the orders given by 
BERIYA's co-ordinating Contral Office in the Council of Ministers, whore 


tho basic co-ordination of the work of tho military ond non-military 
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bronches of countcrespionage is belicved to be planned in regard to 
defining jurisdiction, objectives, use of porsonnel, and administrative 
ww expenses. In this office opinions and experience may be cxchanged between 
the positive intolligonce and the counterintolligonee directors, This 
possibility, howevor, has not boon verificds 
Regarding high policy positive intclligonee planning, o single report 
indicates that BERIYA heads on intolligence subcommittee of the Central 
Comittes of *#hé All-Union Comnunist Party (bolshevik) which has the 
authority ond responsibility to determine the missions, strongth and 
orgenization of all intelligence and countcrintclligence agencies; to 
control the selection, appointmont, rotation ond dismissal of oll intclli- 
gence and countcrintelligones personnol; to maintain surveillance over all 
personnel; to control the flow of information between intclligence agencies 
and from them to other governmontal end Party organs; and to opernte extra- 
governmental intolligence, counterintclligence and sabotage through 
Communist Party channels in the USSR and abroad. An important, but as yet 
not completely clarificd,part in these functions is played by Georgi 
w Maksimilianovich MALIENKOV, Chief of the Orgburo and member of the Secre- 
tariat of the All-Union Communist Party (bolshevik). Since MALENKOV is 
also Chief of tho Administration of Porsonnel of the Communist Partyy it 
is presumed that he is primarily concerned with approval of all Soviot 


25xX1 Intelligence personnel, including the staff personnel of the MGB. 


Georgi Maksimilianovich MALENKOV also occupied, directly under Stalin, a 
position as "intelligence co-ordinator,” channeling instructions to and 
information from the intelligence agencies and settling such conflicts 


25X1 
as jurisdictional disputes and arguments over utilization of particular 


agents or concentration on particular objectivess ae 
25X1 [__uatanxov was the head of a soecalled "political section" of the Central 
Committee of the CPSU, which section was responsible for the control of 
all CPSU members abroad and for certain policy liaison with foreign Com» 
mounist Parties; a function which, for many years, was exercised by the 


25X1 
Executive Committee of the Communist International. a: 


sources reported the existence within, or attached to,the Politburo, of on 
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extremely secret control organ known as the TPK (Tainy Partiny Kontrol 
or Secret Party Control). These sources described the TPK as a connipeees 
the members of which are STALIN, MALENKOV end BERIYA, and stated that it 
was responsible for, among other things, a complete co-ordination of all 
intelligence efforts within ond outside the Soviet Union, as well as the 
co-ordination of foreign Communist Parties, If this group does exist as 
described, it could, of course, logically be composed of the three indi- 
viduals namede 

Obviously, in order to effectuate the decisions of my such organy 
some bureaucratic apparatus would be necessary and there is oa possibility 


that at least o portion of such necessary bureaucracy may have been the 


political section referred to > 
25X11 


IV. MGB DIRECTORATES 

Consideration of the principal MGB directorates is naturally hompered 
by the high security surrounding them. As 4 result, it has been extremely 
difficult to compile full and detailed information concerning them; es-= 
pecially the exact headquarters orgonization of such directorates as the 
INU ond the KRU. It appears that the directorates ond sections of the MGB 
at the present time are consistently designated by numbers; and possibly 
in some instances by letters. However, the numerical order of the head= 
quarters directorates of the MGB has not been completely determined as 
available sources disagree. For example, while the INU has been described 
most frequently as the 5th directorate, at least two recent sources have 


referred to it as the lst diroctoratee 


1. INU (Inostrannoye Upravieniyo): Foroign Diroctorate 

The INU has extromoly broad jurisdiction, both within and outside 
of tho Soviet Union. It was founded as tho INO, or Foreign Section, of 
the Cheka in 1921 by one DAVTYANe It is known that Mikhail TRILLISSER 
directed its activitios for o numbor of years, exorcising powerful and 
apparently ablo influence on its growthe Originally, the principal purpose 
of the INO was to goin military, naval, political and economic intelligence 
concerning foreign countrics, By the time tho Cheka had become the OGrU,; 


the main functions of the INO, in addition to "regular routino work," were 


roportodf | 8 include the following: 25X11 
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te Preparation of favorable conditions for the subsequent 

work of diplomats. 

be Co-operation in tho Comintern's underground work. 

cs Active participation in the climinationyg often called 

“oxtermination," of enemics of the USSR, both internal 
and external, 

According to the same sources, INO under OGPU was subdivided ad- 
ministratively into sections mich as were othor directorates of OGFU.s. In 
addition to a secretariat, a special task soction, an operative section 
and finance and economic sections, INO also had the following sections 
assigned: 

Xe Special Intelligence Section (Spetsialno-Razvedyvatelny 

Otdel). 

be Political and Propngonda Section (Politicheski i Propo} 

gotsionny Otdel). 

Ce Pross Section (Otdel Pressi). 

ad» Liaison ond Courier Section (Otdel Svyazi)e 


e, Deception Section (Diffamatsionny Otdol). 
f. Recruiting Soction (Verbovochny Otdel). 


ee | INO-OGPU in Manchuria, some 25X1 
yoaors ago, had the following functions: to carry on all underground work 
among Russian emigrents; to propagendize Communism among the Chinese; to 
organize plots and strikes; ond to form underground units ond Chinese 
Communist bands. Both this and other sources agree that there was oa close 
co-ordination between INO and the work of the Comintorn throughout the_ 
worlds; in fact, the rathor swecping statement is made that "Comintern 
activities! network throughout the world was patterned according to the 
INO-OGPU sotup, especially socurity, travel ond liaison matters." Units 
of INO-OGPU sections are claimed to have been attached to every Soviet 
foreign ropresentation abroad, and the INO "worked in co-operation with" 


25X1 
the Commissariats of Foreign Affoirs, Foreign Trade, Finance, ond Heavy 


hs aS 
[nde grounad work of the Comintern and of Red 


Army Intelligence was carried on under the direction of INO-OGPI. 

The only available information on how the INO was represented 
abroad in the early years wos recoived from o source thich listed eight 
special districts of INO in 19233 theso districts, referred to as "resi- 
dence places," were located in the following arons: Germany, Sweden, 
England, Turkeston, Bulgaria, America, Finland and Chinas Tho districts 


had so-called subdivisions under the arcas as follows: 
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Germany : Austria, Czechoslovakia, Switzerland. 

Swedon: Denmark and Norway. 

England: France, Italy, Belgium, Holland and apparently 
their colonics. 

Turkestan: India, Hindustan, Persia and certain British 
and Dutch colonicse 

Bul garias Rumenia, Turkey, Groece. 

America: Australiae 

Finland: Esthonia, Latving Lithuenia ond Finland. 

ina: Japan 


The abolition of the OGPU ond the establishment of tho NKVD saw 
9 change in the functions of INO, which became tho INU under the GUGB/NKVD 
only in that they wero broadened and decponede Tho primary INU espionage 
functions of gathoring political, cconomic, tochnical, naval ond military 
{intelligence in forcign countrics romainod, but tho part played by the INU 
in the active struggle against non-Sovict organizations of all types was 
oxpanded greatly and the directorate asswned oxtonsive surveillance functions. 
In this respect it will bo noted that INU ond KRU seom to overlap in their 
work outside the Soviet Union. No full clarification of the exact rela- 
tionship of thoso two diroctoratcs: is available, nor con it be dofinitely 
stated that all operational intelligenco outside the Sovict Union is 
controlled by INU, or that KRU, for oxomplo, maintains its own channels and 
its own operations. On tho basis of the date available, it appears most 
probable that KRU operations abroad arc conductod oither by INU or through 
INU channels; it is intoresting to note that ao number of cases have been 
roported where operations, tentatively ostablishod os boing under the con= 
trol of INU, wore concornod with countorintolligonco objectives. These 
would appear to be within tho provines of KRU, at least if wo are to accept 
the various delineations of KRU functions ond jurisdictions which are 
‘available. 
The INU is reported to havo carried out the following functions 
during its history and may woll be responsible for thom today. 
oe Attompts to control and keep under surveillance all 
Russion omigro organizations and all anti-Sovict 
organizations outsido of tho USSR, including Menushevik 
and Trotskyite groupse 
be The survoillance of all Sovict citizons abroad, ospocially 
mombors of the Sovict diplomatic and trade missions. 
Ce The dissomination of socret political propaganda throughout 
the world in ordor to create conditions favornble to tho 
growth of Communism, ospecially by inciting discontent — 
and dissatisfactions 


ds Tho support of Communist partics under porsccution 
abroade 
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oe The direction of subversive ond sabotage activitics 
outside of the USSR and the organizing of strikes 
and revoltse 
f. The recruiting of forcign government officials for 
agent work, propaganda, ote; instigating through 
such recruits changes in government staffs and 
agencies for the advantage of tho Soviet Unions 
ge Attempts to subordinate the Greck Orthodox churches 
abroad to the Patriarch of the Sovict State church 
and to penctrate the Roman Catholic church through- 
out the world for purposes of positive and countor 
intelligence. 
he Tho cxecution-of reprisals, including assassination, 
against members of Russian emigro organizations, 
against members of anti-Sovict political groups 
and against outstanding anti- Soviet personnagese 


The INU has been very successful in preserving the security of 
its operations, Seldom has it been possible to prove definitely that 
a specific Sovict ospionage operation abroad was under the direction of 
INU; in such instances where it has been possible to cstablish this, 
it has boon proved by a defection or penetration. INU operations abroad 
are choracterizcd not only by maximum security, but by careful planning, 
tenacity, and extreme pationec. It is not unusual for high quality INU 
operations to be prepared and built up very carefully over : period of 
years, with no immediate results for long periods of time, Charactor- 
istic of INU operations also appears to be a policy of using one country 
as a base for operations against another; for example, the frequent use 
of Franco and Switzerland during the 1930's as bases for intclligonce 
operations into Germany ond the consistent use of the West Coast of the 
United States as a staging base from which to mount intelligence operations 
against the Oricnte Usually in such INU operations the personnel concerned 
are not in any way implicated in opcrations against tho base country. 
For the carrying out of the responsibilities outlined above, the 
through the following sections: 
Operational Section: Planned and directed the work of the INU, 
including, in conjumetion with the Special 
Section doscribed below, all espionage organse 
Special Sections: Believed to have worked in collaboretim with 
ee ag the Operational Section in directing and con- 
trolling espionage networks from headquarters 
set up in all parts of tho worlds; possibly 


collaborating with an Agent Section situated 
in Mos cows 
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_” Sections 


Records Section; 


1 my: Feet me eT 


Sections 


eres rier rem 


Personnol Training 


Information 
Section; — 


Press Section: 


Radio Section: 


Collation of In- 


Ce perms ane nyse 


Consular Section: 


Military Attaches 
Sections . 


Foreign Trade 
Section: 


Finance Section: 
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Responsible for all INU communications, chicfly 
maintaining contact with o11 espionage organi-= 
gotions and all agents of impor tances 


Maintained all the records and card-indices of 
INU. A card-index of every INU agent network 
was kept, including a file for all the permanent 
agents of cach network. It is believed that a 
card-~index of potential agents and informants 
was maintained also. 


Rosponsible for the training of all UNU officials, 
staff, and for most of its agent porsonnel, Tho 
latter woro trained either individually or in 
special study groups. Porsonnel training soction 
controlled the INU Study Center and personnel 
were trained in special faculties by certain 
schools and institutes, such as the Higher Diplo- 
matic School of the Soviet Union, the lst Moscow 
Medical Institute, the Soviet Industrial Acadomys 
Training in special short courses was also given 
when necessary. For oxamplo, a silkworm brecding 
exhibition was to be held in Paris in 1937 or 
1938. Allegedly INU decided to usc the exhibition 
as a covor for agents, and personnel therefore + 
underwont an intensive short course in silkworm 
brecding prior to leaving for Parise 


Issucd intclligence bulletins on the work of the 
INU. No information is available as to the 
frequency of these bulletins, their oxact con- 
tent or tho distribution list. 


Carried out a systematic cxamination of the press 
of all nations. 


Studied forcign radio broadcasts. 


Reecived, chocked, collated and filed by countrics 
and departments all material obtained by vhe 
various espionage networks, Translation, photo 
graphic, drafting, deciphering and other officcs 
servicod this groupe 


Made use of Soviet diplomatic channels for the 
acquisition of intelligence and cither carried 

out CE work for KRU or provided cover for KRU 
agentse Members of the Consular Section of INU 
aro said to be active in cvery Sovict embessye 

It is possible agents of this section supervised 
the work of diplomatic ropresentatives quite apart 
from any connection with KRU. 


Allcgedly supervised the work of Sovict Military 
Attaches. 


Reportedly checked on thework of all Sovict 
Trade Missions abroad, using them also to screen 
espionage and propaganda activitye 


Reportedly conducted all INU financial matters 
end controlled large bank deposits in foreign 
countriese Deposits were credited to trustworthy 
"dummies" and built up by the following methods: 
In purchasing goods abroad, the USSR would offer 
to pay a sum in excess of the price asked, providing 
a portion of the excess sum be credited a specified 
account in a specified bank; ie, the dummy account. 
Operating through the NKID, the INU would direct 
the buyer of goods exported from the USSR to pay 

a portion of the price to a specified individuale 
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Administrative and Rosponsiblo for all ordinary INU administrative 
Beonomic Sections: functions 


Personnel Section: In charge of personnel odministretion, the main- 
tenance of records and the recruitment of 
personnole 

In addition to the above, gcoographically divided sections referred 
to by this source as "soctions for various countrics” controlled notworks 
of independent agents operating in various countrics, Headquarters were 
belioved to be established either in the country in which espionage was 
carriod on or in the Sovict Union near the country concerned. For example, 
the section dealing with Turkey was bolieved to have had one headquarters 
in Odessa, another in Batum and still another within Turkoy, The section 
dealing with the Far Hast was belicvod to have headquarters in Khabarovsk 
and Vladivostok, 

Available information indicates the oxistonee of two additional 
offices charged with procurement: the Speciol Supplics Office and the 
Material and Technical Supply Officce Inadequate information on the first 
indicates it may have provided material cssontial for the carrying out of 
Pee espionage work and served only INU. The second, which apparently 
provided for both MGB and MVD material and technical supplies, is believed 
to heve had depots in all gities where thcre were INU headquarters. 

We are not able at the prosent time to delineate authentically ond 
in dotail all of tho information objectives of the INU. It is known that 
the INU is almost completely omnivorous in its scarch for information. 
Generally, it is interested in all information which by any conceivable 
stretch of the imagination affects the security of the Soviet Union or 
which concerns the military, ceonomic, sociological, or political potential 
of any other countrye 

20 SPU (Sekretno Politicheskoyc Upravleniye): Secret Political 

Directorate 

The SPU, believed to be the 2nd Directorate of MGB, has been called 
the direct heir of the earliest Bolshevik secret police; of all MGB direct- 
orates the SPU comes closest to the original primary purpose of the Chekas 
the combatting of coumterrovolution and sebotage within the Sovict stato. 
SPU was originally created to guararrbce completely the political solidarity 


of the Communist Party, and its purpose was to seck out and eliminate within 


SECRET 


OR a 
Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2 


Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2 


SECRET 


the Party any signs of opposition constituting a throat to the regimce In 
cases where these signs wore no more than tendencies of schools of thought, 
it was the responsibility of SPU to study them closely and to be able to 
report on their potential dangers; most of SPU's attention was therefore 
focused on the Party, In ndditions the SPU had the subsidiary task of 
keoping a close watch on religious activitics in the USSR; this was decmed 
necessary because the Communist Party ferred and distrusted the development 
of any political, social or spiritual body which it could not diroctly 
control, 


It may bo said that the SPU today is concorned with crushing all 


.olements within the USSR which are hostile to or presumed likely to become 


hostile to the rogimc. This may bo contrasted sharply with the purpose 

of KRU, the Counterintulligonce Directorate of MGB, which is to protect 
Soviet institutions from penetration by forcign powerse In caseo where 
there wore signs of only hostile tondencics in certain groups, it was 

the resbensieility of SPU to keep clese tabs and report on thom, In all, 
the SPU maintains a denso net of agents to kcep under surveillance and 

to combat not only all clements of the population suspected of being anti- 
Sovict, but also to watch illegal partics or groups, netional minoritics, 
the clergy, the intelligentsia, all cultural institutions of the USSR, and 
the agricultural communitics, The SPU represents the Communist Por ty 
authority in the government for the supervision of political attitudess 

in other words, supervision ‘down to the level of the private life of every 


Sovict citizens 


The structure of the SPU at the USSR level is reported] | 


25X11 
. [tc have inelided the following sections: 


Operational Directly responsible under GUGB to the chief of 
“Bection: SPU, or to his deputics. The Operational Section 


orgenized and directed all the activitics of the 
SPU, working with tho political sections described 
below, which worc in a position to give expert 
advice. The Operational Section issued its orders 
after studying reports prepared by the operational 
sections of lower formations of SPU, There were 
five types of such reports: 


ae Periodical reports (when the situation demanded) 


be Toneday bulletins. 
Ce Monthly reports. 
de Queartorly reports. 
Oe Yoarly roportse 
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All reports from provincial operations sections 

of the RSFSR were sent directly to the Operational 
Sectign, SPU. Reports fron provincial operational 
sections of ordinary republics would first of all 
be sent to the Operational Section at Republic 
level, and from there, if of sufficient importance, 
would be forwerded to the Operational Section, 

SPU, Moscowe 


Investigation When the Oporational Section erdcorod the arrcst 
Section s of a person reported as a potential threat to state 


sceuritys, he would bo impriscned pending investi- 
gation of his case by the Investigation Section, 
or, at lower levels, by tho investigation sections 
of republics or provincess No information on how 
this soction ccuducted its investigations was 
available to swurcos 


Socrot Section: The task of this soction was to spy on all the ace 
, tivitios of the various party organizations, com= 

nittees, offices, ctcs, down to and including 
provinces levol. This work was dono by scerct agents 
who maintsined surveillance of the mombers of the 
Central Comnitteos for republics, provinces, etce; 
as well as of the members of all organizations and 
branches under the Party Contral Committces.e Agents 
reported on individual "recalcitrants" as well as 
on the goncral political tenor within tho Party. 
Whon necessary, tho Secret Section passed this 
information directly to the Operational Section, 
which, advised by the Political Section, decided 
on necessary action, Althcugh no further infor- 
mation is available on this scction, a directorate 
of the MGB has beon mentioned ~ the Central Direct- 
orate for the Control of the Purity of the Communist 
Party = which may conccivably have developed from 
the Secrot Soction. 


Records Section: Maintained all records ond filos of the varicus 
soctions of SPU. Tho chicf card-indices were as 
follows: (a) Card-index for all Party members 
who at any time had been members of other parties, 
which was divided into two groups: an active group 
containing particulars of people under observation 
by SPU, and a passive group containing those who 
wero not actually boing watched by SPU; (b) a card- 
index of all religious officials, both of the 
Orthodox Church and of any other rcligious 
organizations « 


Communications Responsible for all communications. 
Sections 


Porsonnel Section: Maintained tho files of all SPU employocs ond dealt 
with administrative personnel probloms- On questions 
relating to important members of the staff and to 
training of personnel, tho scction maintained liaison 
with the Personnel Directorate at the Centor; it is 
possible that the Porsonnel Section traincd SPU 
omployecs in special subjects within the limits 
of SPU work. 


Political Sections: These sections madc an oxhoustive ond detciled study 
of all political movements and schools of thought 
within the Party which tended to deviate from the 
central policye Each section carried out rescarch 
into a separate movement and estimated in what 
measure it constituted a threat to the regime. The 
political dongor of cny movement or of any roac- 
tionary group was thon discussod with the Oporational 
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Section and a plan of action mtuclly evolvods 
Tho plan had to be approved by the Central Com- 
mittee, but its claboration and execution were 
the responsibility of the Operational Section. 
As specialists in this field, tho Political Sec- 
tions of SPU had to kecp the Politburo and the 
Central Party Committee continually informed as 
to the exact position ond the potential threat 
of each movement under studye In addition to the_ 
Political Scetions above mentioned, other sections 
existed. which had the task of studying and report- 
ing on religious movements within the Orthodox 
Church ond other soctse 
Files on surveillance of individuals in the USSR are maintained 
in co-operation with tho lst Special Section (Spetsotdcl) described below. 
A notebook or registry of supervision is kopt on every suspect persone If 
the suspect moves, his registry book follas ond is maintained by the lst 
Special Soctions in tho new district. This activity is called "preparation" 
of the suspected porson and it has been estimated that between two and 
threo por cont of all persons in tho Soviet Union are at all times under 
“oreparation.” The lst Special Sections maintain, in goncral card files, 
all data on anti-Sovict and enemy elements brought to light during the 
existonco of the Sovict organs of State Scourity; included are full factual 
information about the persons, the dispositions made of them and tho whoere- 
abouts of the records conoorning thorne 
It is knownthot soveral categories of groups have been of parti- 
cular intorest to the SPU and thus subject to intensive surveillance and 
studye These groups have included national, social, and religious groups, 
political factions of oll types, and cultural orgonizations.s In facts, 
the general surveillance of all clements representing a threat or even a 
potential threat to the sceurity of or the policies effectuated by the 
regime is one of tho primary functions of the gPU. It appears that the 
SPU particularly concerned itself with deviation from the Stalinist line 
and successively survoilled and prosecuted the members of various dissident. 
units within the CPSU. It appears probable that the purges and the trials 
which followed the alloged assassination of Sergei Me KIROV in Leningrad 
in 1934 wore conducted ond staged under the supervision and control of 
tho SPUe 


SPU has long carricd on surveillance of the Russian nationalist 


minoritics, the Georgians and other pooples of the Caucasus and 
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particularly the Ukrainions. In the religious category, not only the 
Orthodox Church but also all Russian religious sects are under the con= 
tinuous surveillance of SPU. [Jt SPU 25X1 
directed the campaign ageinst religion which ronched its height in tho 
late twontics; this campaign dicd dowm in theo thirtios as, perhaps, it 
was found to be defcating its purpose. Tho SPU undoubtedly maintains 
surveillance over the acvtivitios of oll cuiturel groups and institutions, 
including educational, and of the so-called intelligentsia, primarily 
artists, writers, actors, ote. It is beliovod that SPU agent notworks 
are established in the Kolkhozes ond Sovichozos in ordor to obtain infor- 
mation on the attitudo of the peasantse It may be prosumed that the 
program of liquidation and oxile of the kulaks was carricd out under the 
direction of SPD, 

It is difficult to delinoato exactly the respective jurisdiction 
of SPU ond KRUe Both directorates, cf courses, are primarily conecrned 
with counterintclligenco. It appears that tho greatest distinetion 
between thom is that the SPU is mainly concerned with clements, EYOUPS » 
or categories of persons belioved inimical or possibly inimical to tho 
regime, while KRU is mainly concernod with specific operational counters 


intelligoneo and counterospionage probloms. 


Se KRU (Kontr Razvedyvatelnoye Upravleniye): Counterintelligence 
Directorate 


The KRU, also referred to by several sources as the 3rd Directorate, 
is primarily concerned with Operational counterintelligence and has had 
the following responsibilities: 


a Protection of the Soviet population and of all non} 
military institutions in the USSR against the 
activities of foreign agents. 

be Protection of Soviet diplomatic missions in foreign 
countries from the activities of foreign agentse 

Co Counterespionage abroad: that is, to combat foreign 
intelligence services at their source and to attempt 
to identify foreign targets and agents before the 
start of actual operationse 

de Surveillance of other Soviet intelligence servicest 

personnel, Such personnel reportedly are under KRU 
surveillance within the USSR and abroad and are 
screened by KRU upon their return from abroad, 


The KRU and its subordinate offices are set up on all levels of 
the MGB structure. It is believed that the designation "3rd Directorate" 


is applied to KRU only at USSR level ~ that is, at the Center in Moscow - 
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as its responsibility is for the entire territory of the USSRe It is 
probable that in the various republics, provinces and districts the terms 
KRU and KRO are in use. All these KRU offices have the common respmsi- 
pility of doing CE work within the Soviot Union; CE activities abroad 
reportedly are almost exclusively directed by the KRU on USSR level. In 
isolated cases, KRUts subordinate sections in republics and provinces have 
reportedly sent agents into adjoining countries, but such agents seem to 
have been restricted to the border zones. One source states flatly that 
no district state security organization ever becomes concerned with 
counterespionage work. The same source infers, from the directoratets 
main responsibilities, that thore are two major divisions within KRU. 
One division is believed to be for countcrintclligence in the interior of 
the USSR, and tho other, subdivided by countries, for countcrespionage 25x14 
abroade This information is substantiated to some extent ne 
who, while unable to give any information on CE activities outside of the 
Sovict Union, explained the KRU of GUGB as consisting of operational, 
investigation, records, communications, personnel ond administration 
sections plus a Special Section for KRU, This Special Scction was belicved 
to maintain close liaison with tho Operational Scotion and to supply it 
with whatever operational resources it reauired. It reportedly was divided 
into special equipment sections, operational groups and a reserve or pool 
of NN or external survoillance agonts for any KRU scotion handling field 
observation of suspects, In addition to agents supplied by the Special 
Section mentioned above, an Agont Section was responsible for directing 
the work of CE resident agents in the USSR dovm through province level; 
- information received from the Agont Sectionts networks being passed to 
the operational sections. 
Whethcr KRU operations abroad are separate and distinct from INU; 
whether they are conducted through INU channels; whether they are cone 
ducted by INU personnol; or whether they are caYriéd out by KRU personnel 


assipned.to-serve IND. installations abroads wo are unable to say, although 


efforts havo boen made to clarify this question throughs 


25X1 


>A 
25Xx1 [ ] available sourcose As noted above in tho section on INU, it is con- 


sidered most probable that the majority of KRU operations abroad aro run 
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through INU channels, although there are some indications that in certain 
instances State Security personnel engaged in extremely secret counter- 
intelligence operations abroad may have had no connection with any other 
Soviet intelligence efforts in the same areas. 

It must be emphasized that KRU enjoys the greatest co-operation 
in its work from all other Sovict intelligence agencies and government 
offices, whether in CH work within the USSR or CE activity abroade German 
documents state that KRU, in preventing espionage and counterespionage 
within foreign missions in the Soviet Union, used the following means: 


ae <A broad agent net among the foreignors resident in the 
USSR who have any sort of connection with their 
coumtryts diplomatic corpse 

be A not of agents among the employees of consulates, 
embassies, commercial delegations, etce 

Ce Use as informants of persons who have connections 
with employecs of consulates, etce 

ds Special informers, both foreigners and Soviet citizens, 
supplied with "lepends", try to penctrate missionse 

Ge Agents of the 3rd Special Section, co-operating with 
KRU, carry on a watch over all foreign agency 
buildings ond the visitors to these buildings. 

£. Agents of tho 3rd Special Section, co-operating with 
KRU, also keep a watch over any persons idontified 
as or suspected of collaborating with the staffs of 
foreign missionse 

gs Use of listening dovices within the foreign agencyts 
buildingse This work is carried on by membors of 
tho 2nd Special Section who supply and operate the ' 
necessary technical equipment. 

he Censorship ond control over correspondence of forcign 

agencies and decoding of coded messagese The cen- 
sorship functions were the province of agents of the 
4th Special Sectione A 5th Special Section has becn 
mentioned as responsible for code work, although this 
function has also beon attributed to a 7th Directorate 
of GUGBe “> 7 Ti ps 


% 


in carrying cut its foreign activitios the KRU apparently main- 
tains a much broader liaison than even the exccllent liaison with special 
scetions indicated within the USSRe KRU maintains liaison with INU, 
SMERSH, MVD, MID (Ministry of Foroign Affairs), and Soviet organizations 
with internationgl connoctions, such as repatriation committees, staffs 
of Soviet liaison offices, oto. 

[_ experiences gained before and during World War II indicate 
that important KRU objectives abroad are to gather information on foreign 
intelligonee services, to attempt the subversion of those whose work is 
directed against the Sovict Union and to gather information on all forcign 
CE services, with particular cmphasis on their methods of preventing 


Sovicot penotrations, The groundwork of the CE missions of the KRU is laid 
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through systematic evaluation of all facts rogarding foroign intelli- 
gence and CE services, extracted from the statements of Soviet foreign 
agents, from documents end from all other sourcese According to one 
source the primary Sovict nim in this regard is subversion; isGs, a 
greatcr interest in the personnel of foroign intelligence services 

than in their ovoanandtionee. Special investigation files are made up 

on cach individual subject and aro kept by the lst Spocial Section, 
probably on USSR level. Reports are reccived not only from principal 
agents but also from masses of sooondary agents in foreign countries 

who try to ascertain the existonce ond location of intelligence units, 
agent schools, etce For oxomplea method of gaining information which 
supposedly has proved effective and which is known to be widely practiced 
is for an agent to provoke by intentionally suspicious behavior his arrest 
and interrogation by a forcign intelligence scrvices. Thus the agent 
contrives to learn which agency intecrrogatcs suspected agents, tho methods 
used and the identity of intorrogating personnel. By his subsequent — 
conduct, whith is part of a previously devised plan, the agent can fre- 
quently effoct his release. 

Sovict countcrintclli gence activity in foroign countrics is known 
to have been consistently concerned with groups actually or potentially 
anti-Soviet, as well as with clements active in the political life of the 
countrics involved, maa viasecbie information is available roflocting 
the use of various minority organizations , as well as the utilization 
of all official Sovict represontation for cantorintolligonsc. ourposcs. 
For examplo, the Socioty of Friends of the Sovict Union in Munich recently 
was reported to have reccived, through n camouflaged outpost of the MGB 
in Weimar, instructions to detormine the residonces, financial circum 
stances, and contacts of all Soviet citizcons in the arca. KRU agont nets 
roportedly permeate the organization of the CPSU, as wcll as all official 
Sovict missions abroad, Charactcristic of KRU working mcthods, allegedly, 
is the planned ponetration of oll emti-Sovict organizations abroad. For 
oxample, penotration of the Vlassov Army reportedly was a spocinl ob- 


jective of the KRU, 
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The assumption has been made by ono source that at the end of 
the recent war, tho emphasis in KRU counterespionage activities was 
re-dirccted against the “United Statos arca" and the British Bapire. 
The chief aim is said to be the elimination of all forces which could 
be made useful to the intclligonce sorvices of those nations and which 
would strcongthen the United States and Great Britaine This, of course, 
would be in perfect agreement with other knovm Sovict policy changes 


after 1945. 


4e EKU (Ekonomicheskoys_ Upravieniys): Economic Directorate 

The EKU or GEU, as late as 1940 was definitely a directorate of 
the NKVD; at that time it was charged with anti~sabotage work, counter- 
intelligence supervision and, possibly, officioncsy control of all in- 
dustrial ond commercial undertakings in the USSR, as well as all such 
undertakings by foreign nations a Sovict territory. It is possible that 
EKU exists today under the MGB, but it is more probable that, as a 
development from the EKU branches for various industries, economic direct- 
orates for these industrios have becn set up under MGB. This development 
is probable inasmuch as EKU branches existed to carry out the work of the 
directorate in the Armaments Industry, the Heavy Machine Construction 
Industry, the Oil Industry, the Food Industry and others, and the head 
quarters of the MGB at the present time appears to contain scparate 
directorates concerned with major industrial fieldse It is also probable 
that many of tho functions of supervision over industry, which. at one time 
were cxercised by this directorate, may at the present time bo within the 
proviso of the MVD rather than the MGB. 

orf | source of information on EKU of the 7 
has givon the following explanation of the formation of the EKUs 4 lack 
of fully qualified technicians who wore also convinced Communists compelled 
the Soviets to resort to omploying politically wnrcliable specialists. 
Such persons, os well as the general run of monagors of factories, indus- 
trial enegeees and agricultural communities, had, from the Soviet point 
of view, to be watched closely. It was also necossary to make absolutely 
certain that the industrial and agricultural policios of the governmont 


were strictly observed and that there wore no deviations. whatever. During 
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the 1930's, at the time of the cxpansion of the Sovict war industrics, 
it was considered cssential to have an organization capable of safe- 
guarding the secrecy of the Sovict military prcoparatims and to check 
leakago of information concerning the typey quantity and potential of 
armaments and munitions boing monufactured. 

The same source has provided the following summary of the tasks 
of EKUs Tho Dircetorate was responsible for leading the struggle against 
economic countorrevolution, circumventing cconomic reactionaries, preventing 
sabotage, and survcilling all personnel in industrial plants, It also 
sofoguarded the security of all military ond defensive branches of industry, 
controlled the oxecution of govcornment policy in oll branches of industry 
and agriculture and directed oncrationally all troops guarding important 
munitions factorics. 

The central apparatus or headquarters of EKU consisted of a scries 
of departments and branches, which, under the direction of tho operational 
department or section, organized all work of EKU and administered its sub- 
ordinate bodicse The central headquarters were split into two divisions: 
(a) Tho Operational and Administrative Division which was conecrned with 
the top=level organization of EKU as a whole, and (b) The branch departments 
and sections, cach of which was rosponsiblo for a separate industry, its 
work in cach caso confined to a single spheros 

The Operational Section was responsible for the planning and 
direction of the work of all branches and departments of EKU. It received 
all returns and reports from industrial branches, sections of the central 
headquarters and operational soctions of the lowcr level organs of EKU 
(at republic and province levols = EKO, except in the case of the Ukrainian 
SSR, which was an EKU)« 

ALL material thus reccived was studied by the Operational Scction 
and suitable action was taken in the form of diroctives to other organss 
In especially important questions the Operational Section would submit 
Conpeeeie! for approval, to the Industrial Department of the Contral Come» 
mittce of the Communist Party. Tho Oporational Section issued orders for 
all sections on republic, provineo and district lovels, and it was,in 
addition, responsible for the operational direction of tho NKVD (now MVD) 


troops guarding factories, although administratively these troops wore 
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subordinated to GUMPVO NEVD (Glavnoye Upravleniyo Mestnoi Protivo-. 
Vozdushnoi Oborony - Local Air Raid Defenso)e 

Thore were four categories of industrial concerns guarded by 
these troops: armament, dofonse industry, heavy industry and coxperimental 
factories, and workshops ond lLaboratorics working on military rescarchy 
The chiof of the Operations Section was senior to chiefs of all other 
sections in EKUe Invostigation, records, communications, personnel and 
other service sections were set up under EXU in a manner similar to tho 
organization of other dircetoratese 

Of especial interest in EKU was the Technical Consultation Board 
which consisted of highly qualified representatives of differont spheres 
of industry. This board made rulings on all types of special technical 
problems arising from trials of cases wider investigation and could be 
consulted by all the organs of EXUs A local EKU-EKO office which required 
@ decision of experts on any matter would refor it to the Technical Con- 
sultation Board which had its headquartors in Moscowe If necessary, an 
expert would be sent to deal with the matter on the spot. 

Departments or sections of EKU dealing with specific industries 
are listed belowe Each department dcoealt solely with its own industry; 
for example, the EKU Department for the Aircraft Industry deals only with 


factories and organizations forming parts of the NKAP (Pooplos* Commissar iat 


the following industries in 1940-1941: 


&e Department for Ferrous Metallurgy. 

be Department for Non- Ferrous Mctallurgy. 

Ce Section for the Electrical Industry. 

d, Department for Eloctric Powor Stations. 

e. Department for the Peoples! Commissariat of War Supplics.e 

f. Department for the Peoplest Commissariat for Munitions, 

g« Department for the Machine Building Industry (dealt with 
the Peoplest Commissariats for Heavy, Medium and Light 
Machine Building). 

he Dopartment for the Peoples! Commissariat for the 
Building Industry, 

i.e Section for the Celluloid and Cotton Industry 

je Department for the Home (Houschold goods?) Industry» 

ke Dopartment for the Food Industry (Food, Fish, Meat 
and Dairy Industrios). 

1, Department for Light Industry (including the Textile 
Industry). 

Ms Section for the Timber Industry. 

ne Department for Agricultural Economy (Peoplest Commis- 
sariats for Agriculture, Grain ond Cattle Breading, 
State Farms). 

© Section for Shipbuilding Industry. 

pe Department for the Oil Industry. | 

qe Dopartment for the Aircraft Industry. 


- 36 = 
Approved For Release 2008/07/17 : CIA-RDP83-00415R001100030012-2 


25X1 


Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2 


SECRET 


Special departments and units of this directorate reportedly 
existed in all armament ond munitions factorios ond in a majority of 
important industrial concernse The personnel of these departments and 
units allegodly was made up of regular NKVD omployecs or in smaller con« 
cerns from voluntecr, trustvorthy workerse Although these special depart- 
ments were originally a part of the factory's organization, they report~ 
edly were operationally controlled by tho appropriate industrial department, 
section, or representativo in the local provincial or territorial EKO. 

The task of such special departments were: 

oe To ensure the political reliability of all workers and 

+o determine immediately any signs of anti-Sovict 
activitys. 

be To diroot operationally the guarding of the factory 

by NKVD personnel and to tako reasonable fire pre- 
vontion precautions as well as to control entry 
into and exit from the factory» 

Ce To soo that the factory fulfilled its production quota. 

d, To sec that factories having or operating under a 

mobilization plan adhered to the ploen and wore ready 
at any time for mobilization. 

ee To maintain security and socrecy in factories of military 

importancce 

It should bo emphasized that tho above information, which is 
believed accurate, concerns the poriod when EKU was operating as an NKVD 
directorate, We cannot definitely establish the present existonco of an 
EKU/MGB and it is considored possible that functions previously exercised 
by this directorate are presently betug cxorcisod by certain specific 
directorates of tho MGB conecrned with intelligence and, perhaps to an 
extent, sccurity in major ficlds of industrial cffort. It is also possible, 


as noted above, that certain supervisory functions may presently be exer- 


cised by tho MVDe 


5. DTU (Dorozhno-Transportnoyo Upravloniye): Road Transport 
Directorate =~ bahia oo 


The DTU, prior to its absorption by the NKGB in 1943, appoars to 
have beon an organ of the NKVD with, as far as our sources show, no formaL 
subordination to tho GUGB. It is believed now to be a directorate of the 
MGB. Very little information is available to us on DTU at the USSR levele 
Tt apparently cxercises countcrintelli gence supervision of the sca, river 
and roilway transport systems of the USSR. DPTU'ts responsibilities probably 
include sccurity measures to safcguard all military and non-military cargocs 


in transport, direction of the work of tho MVD railway militia braaches 
Fee! 
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and control of civilian travel permits. [ at railway 


terminals, ports and other transportation centers carry on the necessary 
surveillance ond are responsible to DIUts subordinate organs. The DTU 
reportedly controlled and supervised the execution of plans by transport 
offices, including tho preparations of all trcmsport organizations to 
effectuate mobilization plons. 

The oxternt and nature of collaboration between DTU and the other 
directorates of MVD and MGB is not completely clear but it can be assumed 
that there is active collaboration with the MVD militia in regard to trans- 
port and to the transportation of all Soviet agents from intclligonee organ-= 
izations across the Soviet borders. It is known also that SPU and KRU 
provide DTU organs with lists of suspects ond that tho DTU collaborates in 


searching for thom. 


6e Dircctorate for tho Security of Government Leaders (Russian 


The Directorate for the Sceurity of Government ewises, which 
frequently has boon referred to as the lst Directorate, has the respmsi- 
bility of guarding and protecting Party ond State officials, including 
STALIN; membors of and candidates for the Politburo;:: all membors of the 
Central Committee of the All-Union Communist Party (bolshovik)3; mombors 
of tho Supreme Council of tho USSR, of the RSFSR and of the Councils of 
the various republics: members of the district Party committees and all 


officials of tho Party organization. In addition, the lst Directorate is 


responsible for the security of all government and Communist Party assemblages. 


Telephone conversations in all government buildings are said to be under 
the supervision of the lst Directorate, presumably in collaboration with 
the 2nd Spotsotdel. Tho Directorato, also, is responsible for tha scecurity 
of the Kremlin, of tho homes or apartments of all important officials and 
of all places visited by STALINe <A broakdown into subordinate sections and 
their functions is not possiblo at the prcesont time. An apparently parallel 
organization of the MGB in Rummia, the Private Section (Chastny Otdel), is 


described in a later section of this study. 
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7o 00%s/NKGB (Osobyye Otdely): Spocial Seotions 

The Directorate of 00's/NKGB was established at the beginning of 
the Soviot German War as part of the NKVD; it was transferred in April or 
May 1943 to tho newly formed NKGB and had the function of maintaining 
countorintelli gence surveillance among tho Partisan trvopse It is im= 
portant to omphasizo tho distinction between tho Q0's/NKGB and tho 0Ots/NKVD. 
The lattcr devcloped out of the old OGPI Vols (Voyonnyye Otdely) or military 
sections, which had countcrintolligoneo functions in the Red Army and Red 
Navy, and wore officially dissolved in 1943, only toreappear outwardly under 
the direction of the NKO or Peoples! Commissariat of Defense whore they wero 
known as the Counterespionage Section of NKO, Death to Spies, UKR-NKO Smersh, 
concerning which furthor data arc sot out below. Bricofly, tho 00's/NKGB 
appear to have borne the same relationship to Partisan units as Smersh 


bore to the Red Army and the Red Flcct. 


84 SMERSH: Directorate for Countcrintelligenco in the Armed 


Foroos {now usually referred to as GURB) 


The purpose of the Directorate for Counterintclligence in the 


Soviet armed forces is to discover politically unreliable elements in and 
to prevent penetration by foreign intclligence services of the armed forcos. 
In carrying out the first objective, the directorate nims at climination 

of all opposition to Bolshovism ond of all tradition antcdating the cstab- 
lishment of the Sovict Union. 

Counterintelligence functions in the Rod Army were first initiated 
in 1918 when numerous non-Communists wore taken in as specialists and it 
was believed necessary to place them under constant surveillance to prevent 
them from making contact with the enemys lor this purpose the military 
sections of the Cheka were established, subordinated not to Army but to 
Cheka command. 

In 1922, when the GPU replaced the Cheka, the military sections! 
functions were expanded to include counterintelligence control of all other 
branches of the armed forces; the Navy, Air Forse, etc. With the formation 
of the NKVD in 1934, these military sections were redesignated as special 
sections of the NKVD (00's = Osoby Otdel). Tho term special section became 


synonymous to the Soviet soldier with denunciation and spying; partly to 
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efface this connotation counterintelligence funetions were, in the spring 
of 1943, placed under the command of the NKO (Narodny Komissariat Oborony) 
or Peoplest Commissariat of Defense, and were renamed OKR (Otdely Kontr= 
Razvedki) NKO SMERSH; these OKR (coun son interipeenes sections) were set 

up administratively under the Central Cownterintelligence Directorate of 
the NKO or GUKR (Glavnoye Upravieniye Kontr-Razvedki) NKO SMERSH. Wo basic 
difforences in tho work of the organization have been noted during these 
transitions, The NKO was replaced by the HVS (Ministerstvo Vooruzhyonnykh 
gil) or Ministry of Armed Forces, in 1946. For a time, at least, the organ- 
ization continued as GUKR MVS but in the summer or fall of 1946 SMERSH was 
transferred to the MGB as the Directorato for Counterintelligence in tho 
Armed Forces. 

Prior to 1946, SMERSH units were attached to the various unit 
headquarters of the Red Army, and SMERSH informants operated in all troop 
echelons. Closc lisison was effected with KRU and ist and end Special 
Sections of the NKGB, with the POts or Political Scctions of the Red Army 
(responsible for the political education of members of the armed forces), 
with police installations of tho NKVD,and, during the war, with tho 4th or 
Partisan Directorate of the NKGBe Of groat importance was the tronsfer of 
agent nets betwoen KRU and SMERSH, depending on whother control of terri- 
tory during wartime was by 9. civilian or a military agency. Ist Special 
Section files werc constantly referred to by SMERSE and the technical» 
facilities of the 2nd Special Section wero habitually omployed, Contact 
was never lost with the 00's NKGB, which carried out counterintelli gence 
functions in the Partisan troops; SMERSH agents committed behind the German 
front lines found Partisan rogions the best bases for the initiation of 
missions» 

The responsibilities of SMNRSH have been reported as divided into 
two groups, that of survoillonco and protection of Soviet troops at home 
and abroad, and that of preventing ponetration by foreign intelligence 
servicess SMERSH took the following measures in carrying out the first 
function: 

ae Attempted to discover countcrrovolutionary elements 

and tendenciesas 

be Sought to prevont desertion, self-infliction of wounds, 

panic and sabotage. 


Ge Reported on "any laxity in army discipline," such laxity 
boing considerod sabotage, 
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de Observed and tried to climinate defects or poor quarters, 
poor messing facilities, inadequate equipment and the 
likes 

Ce Sought to discover defects in leadership and any condi- 
tions which might adversely affect the outcome of 
operations, | 

fy Protected sccret matcrial; protected headquarters of 
military units from foreign agents and saboteurse 
Traced, identificd and interrogated forcign agonts 
in tho troops’ and in civilian groups with which troops 
came in contacte 

ge Made socurity chocks on all Smersh ond military intclli- 
gence agents before and aftcr commitment; examined 
returning Soviot soldicrse 

he Evaluated enemy documents of intelligonec valuc. 


In attempting to prevent penetration by forcign intelligence services, 
SMERSH?s most important aims wore: 

oe Acquisition of information on forcign intelligence 

sorvices, primarily those working against the Sovicts. 
be Undermining foreign intolligence services by infiltra- 
tion of agonts,s 

Ce Decoption through agent playbacks and w/T playbacks.o 

de Surveillance of Sovict agents in forcign countrics, 

especially of those considered not completely 
reliablo and those with cspecially important 
missionse , 

' The ostablishment of SMERSH agent networks ond the operation of 
the mochanics of survoillance are the same as in othcr MGB networks in tho 
Soviot Unione Forcign agonts discovered by SHERSH are interrogated at 
various cchclons on other agents committed in the same mission; personnel, 
schools and counterintclligence methods of foreign intelligence services; 
personnel possibly susceptible to Soviot influences and the foreign 
political, cconomic and military situation. 

It can be assumed that since World War II, with Sovict soldicrs 
exposed to forcign influcnces outside of the USSR, the importance of 
countcrintelligonee surveillance in the armed forcos is greater than evero 
The Countcrintelligenco Directorate has today, in addition to the responsi- 
bilitics listed above, the task of nipping evory sign of dissatisfaction 
on the part of Soviet armed forces personnel returning to the Soviet Union 
end of preparing them for the roturn in such a manncr that they realize 


what subjects they may discuss after thoir return ond about what they must 


keop silent, 


On Partisan Directorate 
The Partisan Directorate, also known as the 4th Directorate, was 
set up within GUGB/NKVD cithcr in or before August 1942, probably with the 
status of a section imtid, upon the formation of NKGB in 1943, it became 
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a directorate of that now commissariate The Partisan Directorate is 
inseparably linked with tho Partisan Movemont which, it is believed, had 
beon officially organized, at least on paper, since the period of the 

Civil Warse Under the NKVD, the organization of the Partisan Movement 

had been centrally controlled, in close eo-operotion with the Partisan 
Administration in the Central Comaittee of the All-Union Communist 

Party (bolshevik)» by the 4th Directornte of GUGBe Although its primary 
peacetime mission was to combat Partisan activity within the USSR, even 
before the Soviet-German war the lst Section of the 4th Directorate had 
prepared the operations of Partisan groups in the rear of any possible 
invading enemye Locally this was effected in the following manner: Party 
members, workers in large factories, farm laborers and others were appointed 
by the regional committeesof the Communist Party to orgenize annihilation 
squads, special troops of the NKVD, destruction squads and other diversionary 
effortse Lower echelons of the 4th Directorate confirmed the selection of 


personnel and assumed responsibility for training, In wartime, these 


organizations wero composed mainly of men ineligible for military services 


Units were especially trained to conduct active sabotage behind enemy lines 
in caso of military occupation, Detailed instructions issued by the Direct- 
orate for the training of these units stressed tronsition to Partison 
activity in the rear of the enemy. 

During the Gorman offensive in the summer and fall of 1941, there 
were at first only smnll groups which actually retreated into the forests. 
They comprised 1 few members of the NKVD who had remained behind, Party 
functionarics, Red Army mon who had scparated from thoir units, and, quite 
frequently, criminal cloments who took advantage of the activities of these 
groups to further their own endse The Soviet population, as a whole, dis- 
siagen little sympathy ot first for these as yet undisciplined guerrillas, 
However, in tho wintor of 1941-1942, the organization of the Partisan Movee 
ment was activated at a low level by the Communist Party and the NEVDo 
Paramilitary organizations wero mobilized by the local Communist Party 
committecs ond by the Proust NKVD branch offices, tho latter supplying mainly 
elements of the GUPO or Central Directorate of Fire Protections Tho Partisans 


gained mombers duo to tho nonreclizntion of expectations of liberation from 
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Bolshevism, the influence of stories told by escaped Russian Pilts of their 
expericnceos in Gorman prison camps, the increasing success of Bolshovist 
penetration of the Germon Eastern administration and the policics of the 
German SS formations which forced thousands of Soviet citizcns to floe to 
tho forestss The clevor change in tho Sovict propaganda from internation- 
alism to tho slogen "Defense of the Fatherland," from official atheism to 
purported freedom of worship, pictured the Partisans to be fighting for 
fatherland and religione 

It has been repartod that whon the central Partisan organization 
was sot up re 1942, it included the following Partisan intelligence ee 


In Soviet territory: 

Intelligence Department (RU) of the Central Staff of the 
Partisan Movement , 

Intelligence Sections (ROts) of tho various staffs of the 

; Partisan Movements of the various 
republics. 

Intelligence Sections (RO*s) of tho reprosentations of the 
Partisan Movement of the Sovict 
republics: attached to army group 
headquarters. 

Intelligonee officers of tho operative groups of the 
Partisan Movement of the Sovict 
republics; attached to various army 
headquarters. 

In Enemy Torritory: 
~"“Trtolligones Soctions (RO's) of all Partisan headquarters 
down to battalions. 

Intelligence officers of all smaller Partisan units 

Intelligenco schools for sabotage, espionage and w/t were 

attached to most of the intelligence 
sections. 


A documentary source indicated thet the strength of paramilitary 
Partisan units was 75-100 mon in a group, organized in platoons of 25 mon 
each and squads of 8 men cache Their missions, including intelligence 
activities, were the combatting of anti-Soviet and cnemy elements behind 
the front, "vigilance" against cnemy agonts, air raid protection, destruc~ 
tion of Soviet industrios in case of enemy occupation, and subsequent 
organization of armed bands in the rear of the cnomye 

German documentary sourecs are the basis for tho remainder of 
this soction on tho Partisan intclligence, Unfortunatcly, the Gormans 
nover learned in detail the connections botwoon the Partisan Directorate 
id the Partisan Movement it organized, and wo have no information from 
tho Germans on this rolationship during tho years 1943-1945, Although 


tho Germans have stated that the entire Partisan intelligence organization 
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was, in respect to purpose, closely linked with the military command, they 
were never able to clarify the exact relationship between the Intelligence 
Directorate of the Central Staff of the Partisan Movement end the Intelli- 
gence Directorate of the General Staff of the Red Armye On the other hand, 
enough information was available to the Germans so that they could make 
clear the comordination between Partisan intelligence and the Communist 
Partye lor example the Partisan command staff at the level of army group 
headquarters received orders from the Contral Comnitteo of the Communist 
Party at republic level, Such an ordor might read as follows; "By order 
of the Centrol Committee of the Communist Party of the Ukraine, your groups 
are to move farther to the west." However, if the Partisan command wished 
to initiate a movement or publish an order involving orgenizational matters, 
it had first to receive the confirmation of one of the Central Committces 
ofthe Communist Party, depending on the level on which the command function 
was exercised, The instance quoted is an example of this co-ordination 
between Partisan command staffs at army group headquarters level with the 
Central Committee of the Communist Parties of the Soviet Ropublics. 
According to the Germans, reconnaissance and intclligence orders were 
rolcasod without prior concurrence by Party organs. 

A fairly complete picture of the structure and functions of the 
Partisan intcolligence service on the lower levels was obtained by the 
Germans as early as 1943; however, by that time the more or less tenuous 
connection with the Partisan Directorste had been lost and no information 
on the activities of this Directorate has been received since that times 
It is belicved possible that organizing offices for the Partisan Directorate 
may cxist at tho present time within the MGB and may be prepared to reac- 
tivate the Partisan Movement in any country and ot any time, Thus the 
Partisan lbvement may be considered a latent componont of Sovict espionage 
and sabotage capable of being activated whenever needed under tho necessary 


oxtant conditionse 


LO. Other Headquartcrs Directorates 
Set out below are other headquarters directorates which have been 
roliably reported as presently cxisting within tho MGB but concerning which 


< 


we have insufficient information to discuss their composition, functions, 
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or jurisdiction adequatelys While, from their titles alone, the purposes 
and functions of most of these directorates would appear obvious = the, 
maintenance of State security in specific fields and the intelligence 
control of specific ministries - we do not have authentic data upon which 
to base further comment, In addition to the directorates listed below, 
we believe that there aro still other,. as yet unidentified, MGB head= 
quarters organs. 
av Central Intelligence Dircetorate. 
be Directorate of Intelligence in the Ministry of Foreign 
Affairs, 
cg Conbral Dircetorate in the Ministry of Internal Affairs, 
de Directorate of Intelligence and Countcrinbelligence in 
the Ministries of Intornal-.and Foreign Trade. 
e, Central Directorate for the Control and Maintenance of 
State and Military Sesrets. 
f. Contral Directorate for the Control of the Purity of 
toc Communist Partya 
Z Contral Directorate in the Ministrics of Hoavy Machine 
Construction. 
h- Control Directorate in the Armaments Industrye 
ie Operational Dircctorateo. 
lle Service Directorates and Sectios 
Sections of sorvice directorates or service sections are attached 
+o all MGB directorates mentioned above in order to carry out tho numerous 
‘servico functions, such as invostigetion, technical supply, personnel ad- 
ministration, administrative supplies, finances, ctce Most of these 
sections, heroin roferred to as scrvico organs, aro sct up on USSR level 
and the following discussion of their functions is based on such admittedly 
incomplete information as is availablo at the presont times 
Oe Investigation Directorate 
The Investigation Directorate, also referred to as the Inves~ 
tigation Burcau or SB (Sledstvonnoyo Byuro), investigates and interro= 
gates suspects, preparos tho legal dossicrs on cases ond mokes transfer. 
of cascs to tho State Prosecutor. A military tribunal trics cascs 
rocoived from tho Investigation Directorates In addition, tho SB 
allegedly collects information about the organization and methods of 
forcign intelligence services; clarifying details aro not availablo 
coneorning this roporte During wartime, the SB interrogated prisoners 
of intelligence interest, From USSR level, the Investigation Direct- 


orate directs the work of subordinate scetions attached to MGB direct= 


orates and to their subordinate organs down to province level. 
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The oueseione Directorate at USSR level organiged and 
dircetcd the work of sections attached to the other GUGB directorates; 
these sections wore the actual oporating organs of the directorates 
to which thoy were attached and controllod the mass of agents and 
informants comprising tho agont nots within the USSRe Detailed ine 
formation on the functions of this diroctorate on USSR level is not 
available; it is doubtful whether the Operational Directorate exists 
under MGB; for operational work inthe MGB appears at the prosent 
time to be carriod cult by the local offices of the MGB at republic, 
province ard district Levels. 

Oe Sper ah Soer ai si Spetgcteoly on S0te) 

From information at hand there can be no doubt thet five 
numbered Special Sections had cxisted up to tho-.ostablishment of the 
NKGB in 1943, and, with little doubt, have continucd to Cxist, 
cocupying the same place today in the MGB that thoy occupied pre- 
viously in its predecessor orgaiizationss Thoy were organizod on 

- USSR level and their subordinate sections were attached to most, 
if not all; NXVD dircctorates to carry out the functions assigned 
to them. The functions of the Spetsotdely are believed to be as 
follows; Ist S80 ~ files and card indicos; 2ud SO « technical 
equipment end services; 3rd_SO - survoillance and scarch; &th SO - 
censorship; and oth 80 = codes. 

(1) Ist Special Scotion 

The lst Special Soction NKVD, also knovm as tho lst 
Spocial Soction Contor, was organized at USSR level so direct 
the work of all subordinate lst Special Sections through con} 
stant liaison and official directives. At conforences, mutual 
probloms wore discussed. The Center aise maintained on USSR 
levol the bulk of tho archives and files of all complcted 
eascs invostigated by NEVD dircctoratose 

Under the direction of the lst Special Section its sub- 
ordinate organizations maintained a wide varioty of files, card- 


indices and registers principally in two catcgorics: the suspected 
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classes of the populatim, and the agents and informants 
detailed to keep them under surveillance. Persons regis- 
tered in an operative record of anti-Soviet elements by 
the lst Spetsotdel include. those from among the following 
catogorics: all citizens having in one way or another con- 
nections with foreign cantries; immigrants to the Sovict 
Unions forcign desortors; surviving members of the Czarist 
regime; kulaks; members of religious denominations; former 
‘participants in all typos of anti-Sovioct mutinies; former 
memtervs cf the ynolice forces of the Caarist eud Korensky 
governuen 3, Menshovils, Trotzxyites, Social Revolutionarics, 
Geese Demeerats, morarchists, ote; participants in 
national oi ganivat’ons aad uprisings; suspected sabateurs, 
spios, terrovists and anti-Soviet agitators ; smugglerss 
repatriated emigrants; surviving members of families of 
persons sentonced to death by State Security organs; persons 
releasod aftor serving sentoncos for political crimes; former 
agonts of tho State Security services dismissed for double- 
dealing and giving false information; former Party or Komsomol 
mombers expolled for dissension ond other political reasons 3 
mombers of the fomilics of traitors; persons expelled from 
large citios; persons formerly employed by forcign firms; 
persons having contacts with forcign consulates or forcign 
political or commercial ropresentativess all foreigners in 
the USSR, execpt mombers of the diplomatic bodics; and otherse 
All thoso known to fall inthose categorics are recorded 
in tho operational register of the lst Special Section on a 
card in on alphabotical index containing goncral information 
on anti-Sovict clomentse A special record or register is thon 
prepared on evory rogistorod person combining all availablo in- 
formation concoorming him: biography, reports of agents and in= 
formants, a gonoral decision in regard to the methods to be 
used in tho case, information from the archives, official 
records of the interrogation of witnesses, the manner in which 


the person came to tho attention of the State Sccurity organse 
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Usually the special register forms the basis for a more 
active idan of agent disciateien called the acute case or 
the agents! case. ‘The distinction between the two is that 
an acute case involves surveillance by one. or more agents of 2. 
a single individual, while in an agents? case surveillance 
over a group of individuals is carried on by one or more 
agents. Persons figuring in this form of active supervision 
by agents are called et suronts" and are vogistered in an 
alphabetical indox of "figurontse" In these active cases 
of surveillance, all kinds of combinations of agents and all 
varieties of operations are undertakene hg 0rd stable 
factor in this picture is the lst Special Section, the sub=- 
ordinate organizations of Wice collaborate with State, 
State Seourity and other organi-contions in the preparation 
for and the carrying out of all surveillance operations from 
their inception to the conclusion, whereupon the accumulated 
papors are stored in archives, Among State Security orgonie 
zations co-oporating with tho lst Special Sectim are the 
Investigation Soctions, SPU soctions, KRU sections, EKU 
‘sections, tho organs of the end and 3rd Special Sections. . 
As on example of the volume of cases handled by tho Ist Special 
Section, a defector has advised that in the Leningrad Offico 
of the NKVD during tho Sivet ais months of 1940 there were 
about 55,000 registor cases, 9,000 to 10,000 acute casos ond 
approximately 900 agents! casese 
The rogistration of agents is done in the following manner : 
After rceruitment, fete tu ty awe agents are all rogistered 
by alias in an alphabetical aad file in tho ist Special Sec- 
tion. This indox contains the following information: family 
nanto christian nome; date ond place of births residence and 
placo of work; education; race; social positions when ond by 
whom rocruitod; whether inpormahe; agent or local residents 


signature of section hoad and with whom the rocruited person 


_ 4s to keep in contacte Working papers, personal” documents 


and special information forms on cach agent are kept, and 
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provide very detailed information on his previous occupations, 
places of work, foreign relations, relatives, friends, knowledge 
of foreign languages, remuneration, persons mentioned by the 
agent in his ees eto. A photograph of the agent is always 
opt with his papors, in order to assist contacting him should 
he become loste 

When a person under surveillance has been arrested and im- 
pieenett: all the material eeeetyed from agents about him, 
statements of witnesses, recordings of conversations, ctce, 
is gathered into an investigation file in the lst Special 
Section and sent to the Investigation Section concerned with 
the casece It is the duty of the lst Special Section to super- 
vise the Investigation Scction’s handling of the case, ensuring 
that the investigation is completed within a prescribed times 
Upon completion of the investigation and sontence of the 
accused, documents concerned with the case arc sent to archives 
on USSR, republic, province or district level, d cpending 
apparently upon the importance and locale of the case. Archives 


of the lst Special Section keeps all documents connected with 


completed or interrupted surveillances by agents, all complotcd 


or discontinued investigation cases, all personal and working 
papers of dismissed agents, deceased agents or emigrated agents, 
and copies of all kinds of communications and reports. Strict 
rules govern the operation of the archivos office and the means 
of disposing of documents, as well as the kinds of documents 
tobe destroyed, 
(2) @nd Special Section 
The duties of agents of the 2nd Special Section were, 


and apparently still are, in the main, to provide the State 


Security organs with technical equipment of all typos necded 


in their work. Tho staffs of tho dihoratanbevom sens of this 
section are large and include personnel of considcrable trcoining 
end educations The 2nd Spocial Section is responsible for 
radio, telcphone, siegeecaeniss end chemical equipment, main- 


taining laboratories for the production and improvement of all 
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moteriel. It also consors mail, telophone and radio messages, 
and code correspondoncee 

| Chemical laboratories of the 2nd Special Sectim manufac- 
tured and provided agonts with poisons, explosives and sympo~ 
thetic inks; analyzed documents ond papers seized on the state 
frontiers, ospecially with tho purpose of discovering scerot 
writings and analyzed chemicals and explosives seized in con- 
nection with orrosts at the fronticrse In May 1941, the 2nd 
Special Section allegedly was ordered to begin research on 
infectious discascs suspocted of being spread by Germ a gents. 
Whother it was, the only Sovict orgonization concerned with 
bacteriological warfare, and the extent of its research, are 
not known. 

Entirely subordinatcd to and controlled by the 2nd Special 
Section was the so-cnllod PK, or Post Control, adnatines refcorred 
to as Politioal Controle ‘The work of mail censorship was carricd 
out by this agency in secret rooms of post officos.e Post BenteeL 
of a person or SaieGas was arranged on direction from operational 
soctions and orders requesting post control were required to 
contain the subject's christian name, family name, father’s name, 
addross of residence and working place, as well as the time 
during which PK must be maintained, and the signature of the 
head of the section roquosting the control, Tho procedure then 
was to sond tho incoming (in rare cases also the outgoing) 
correspondence of the saasseried party via Special Section 2, 
where it was opened, to the officcr handling the investigation. 
Tho investigating officcr would fill out a ied ver ing the 
contonts of tho correspondence and thon affix his signoturce 
If the lottcor "K" wos written on the card, tho correspondence 
wos to bo confiscated; if the lottcr "A¥¥, tho deeeeapenasuns 
was to bo forwarded by the post office to the addressco. If 
the correspondence or other confiscated matcrial contained 
anything of opcrational interest, it was sont as evidence to 
the investigation section or scotionse In addition to control 


by dircct order, a random control was earried cut regularly and 
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all material of operational intcrost inte Gaeiedanied was 
sont to tho proper operational see ey for investigation. 
“tottors mailed by soldicrs and sailors reportedly have been 
especially subject to this random control as a moans of de- 
termining moralo and political attitudese Special Section 2 
co-operated with the 00's /NKVD in turning over to them sus- 
Hietiows items intcrecpted through this random control and the 
scotion was also required 3 make content reports to the City 
and District Committeos of the Gommindeet Party and to an NKVD 
office in Moscow. 

The larger 2nd Special Sections had at their disposal 
wircless laboratorics cquipped with transmitters of every 
construction and capacity, powerful radio stations, sound 
equipment, etce Radio stations of the end Special Section 
reportedly have bocn used to jam forcign broadcasts. The 
Sectionts laboratories studied all confiscated wireless oquip- 
ment, supplied Soviot agents working abroad with the necessary 
wircless cquipmont and supplicd specialists to install micro- 
phones whenever and wherevor they wére necdode 

The 2nd Special Section handled monitoring of telephone 
lines much as it handled post controls. Monitoring was only 


undertaken in important cases and only on a written request 


from an operational section, At the ond of the order requosting 


the service, the oxprossion "y" or "Mikhail" was uscd to signify 
that conversatiorsof the person mentioned in the ordor were to 

be monitored. In aadition to the above responsibility, tho end 
Special Scction, at least at one time, organizod ond maintainod 
the "VIj" or high-frequency communications network linking covery 
NKVD organ of republic, district, province and large city with 
the NKEVD in Moscow, and also used by important Party and Govern- 
mont officials. Only a fow administrative officors wore entitled 
to use this systom; for een in the Leningrad NKVD adminis- 
tration only its chicf, his deputios, the head of the 2nd Special 


Scetion and the chicf of the and Special Section subsection for 
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cipher telegrams, In addition to oxpediting sorvice, the 


f 


ndventage of VIj was that by the uso of a system of filtors 
Listoning-in was almost impossible. Every VIj point was 
equipped with special scts for supply of onorgy in cases of 
breakdowns in the regular tolophone not. All VIj equipment 
was kept strictly socrets VIj stations were also used to 
‘control Sovict international tolophone and telegraphic com- 
munications, control being oxercised by the uso of filtors 
and by monitoring of incoming tclephone and telegraphic 
MOSSALZCSe 

Photographic Labeestorins under the 2nd Special Section 
arranged for photographing all NKVD porsonnol onco or tarico 
each year and also all arrestcd persons. They photographed 
documents, ond other material necossary for investigation or 
for use as ovidonee, devoloped film oxposed by agonts hast 
thoir nssigumonts, and duplicated pictures of wanted porsonse 
An odditional responsibility of the laboratories was to forgo 
passports, identification documents, scals, stamps, otce 

Tho simple cneoding and decoding of ordinary incoming 
end outgoing ciphor correspondence was done by the énd Special 
Section, Operational Sections (with tho exception of peripheric 
sections) did not ordinarily code or docodo messnges but if . 
they had to send a message in ciphor tho text was sent to the 
cipher subsection of tho end Special Sectionwith tho signature 
of the section head and a note "To be sent as a eipher telo- 
‘grem via vrgjot In tho poripheric organs, oncoding and decoding 
was usually dono by the head of the district section, but 
sometimes they wero ontrustod to socrotarios of district and 
olty scotionse 

As may be judged from the foregoing, the work of the 2nd 

Spocial Section was many=sided. In addition to the tasks dcs~- 
eribed, the énd Special Section employed expert safccrackers, 
locksmiths, and oxperts in forgery and in all types of search. 
Although this information is limited to the poriod of NKVD, 


inasmuch as source's active participation was with NKVD units, 


SECRET 


Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2 


Reece 


Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2 
fe : co § ae ia # 


SECRET 


fa 
H ? 


it is belicved that Aildduontariy much of tho work ascribed 
Gy tam de he Sad Speclal eotian:ds St111 -caeriéa ont by 
the present 2nd Special Sections. 
(3) 3rd Special Siction 
Third Special Seotion agents carried out surveillance 

of suspected persons and house searches, The predecessor of 
this organ seems to have beon the Operod (Operativny Otdel) 
which observed travelers arriving in the Soviet Union by train. 
As late as 1940, rd Spsotal Section agents frequented rail- 
road stations, hotels, restaurants and other places where new 
arrivols were likely to be encountered; many agents were em= 
ployed as janitors, hotel personnel, railway workers and 
porters. They wore ordinarily recruited among former NKVD 
employees dismisscd on account of illness or agee One sources 
who has given, or substantiated, much of the information set 
out above on the lst and 2nd Special Sections, states that the 
83rd Special Sections handle the "outside supervision" of 
forcigners orriving in and resident in the Sovict Union, as 
well as of os diplomatic corps» The meaning of this phrase 
seems to be that supervision of certain diplomatic pogrésens. 
tatives, believed to be engaged in saptaneee and in contact 
with foroign intclligence services,is carried out by 3rd 
Special Section agents. However, the same agents are also 
used to carry out open surveillance of membors or rercias 
diplomatic sutanl enneate with tho purpose of preventing 

the shadowed persons from mocting agents or recruiting new 
ones, Contacts of such shadowed foreigners are turned over 

to KRU sections for thorough examination and control by KRU 
agontse Actually “outside supervision" is carricd out on 
orders of the operational scoctionse An order from an opero~ 
tional section will request the 3rd Special Section to place 
cay pergon under outside supervision (in Russian: NY or 
Noruzhnoye Nabludeniye). An agent team from this Spetsotdel 
will then take the assigmnent end report all the moves of 
the suspcet person, as well as checking on his contacts, all 
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this data being added to the "NN" reporte Supervision is 


continued for as long a period as the order demands. Upon 


recciving tho "NN" report, tho operational section concerned 


carefully investigates aid contacts of the suspect as reflected 
thoreine | 

officors of the 3rd Special Section es cuamiaal with 
legitimation cards cntitling them to use various means of 
transpartation, including private conveyances. Othorwisoy, 
officers conducting surveillences must depend on their 
initiative and ingenuity, except when o search of persons 
or property is necessery, in which case a subsection of the 
3rd Special Section is patted ime This subsection searches 
houses, apartments, etce, and their occupants on warrante 
ALL employees of this section reportcdly are supplied with 
special clothes, costumes and disguises, as the need arises, 
by a store which was apparently, during the existence of the 
NKVD, under the jurisdiction of the lst Special Sections 

(4) 4th Special Section 

This Section, on the basis of scanty information, 

is believed to be responsible for civil censorshipe It 
co-operates with the Ministry of Communications in spot- 
check sencovahip of mail within the Soviet Unione According 
to bee eouroes its relatively minor role as a edinteriabeiits 
gence agency is probably due to the suett volume of mail in 
the USSR, The 4th Special Section reportedly is responsible 
also for "supervising" tclephone conversations within the 
organization of the Ministry of Communications in tho USSR. 

(5) sth Special Section | 

This Section is apparently the eryptographic sectione 

Nothing more is known at present concerning its activities, 
organization or relationship with the 2nd Special Sections 


end the 7th Directorates 
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d. %th Directorate of GUGB 

According to a dePenter familiar with the CUGB, a 7th 
Directorate of the GUGB nendled the elaboration and deciphering of 
the most complicated wheter ond of all types of codes, This 
statement is corroborated * a German translation of a captured 
Soviet documont, entitled "ing tructions for the Organs of the NKVD 
Concerning the Porformance of the Code Services" Coding activities 
in general wore set up for all organs of NKVD/USSR under the juris- 
diction of the 7th Directorate of GUGB/NKVD/USSRe Specifically, the 
7th Diroctorate ond its subordinate groups were directly in charge 
of code activity, controlling the correct performance of code work, 
conducting entrance oxaminations for code applicants in all organs 
of NKVD, and supervising the code communications of the Red Armye 
This document describes how personnel were to bo selected, the 
specifications for code rooms, regulations for encoding and decoding, 
the protection of code nnbeetals saa the regulations for the trans- 
mission of codes and of correspondence relating to thome The docu- 
ment was signed by the Chief of the 7th Directorate of Gues/NKVD/USSR, 
Captain of State Security BALAMATOV. 

Tho 7th Otdel of GUGB/NKVD, later the 7th Upravleniyo of NKGB 
ond presumably of the NGBy exercised complete control and supere 
vision ayer RKKA code and cipher communications during World War II, 
including i iadiend cf code ciphor procedures, as well as instances 
involving the loss or compromise of code and cipher materialse There 
are clear indications that this supervision is continuinge 

@» INFO; Information Section 

According to German sourecs and a defector, an Information 
Section (INFO) was established under GUGB/NKVD on USSR level and had 
sections attached to INU and the pivseteste for the gecurity of 
ernie Loaders. The Information Section on USSR level dealt with 
all problems of information between individual GUGB aphleds and betwocen 
individual NKVD offices and published daily top secrct bullotins for 
STALINgmombors of the Politburo and cortain othor membors of tho 
Central Conmmittec, It also published daily bulletins Poe the chicfs 
of ai GUGB departmonts and offices and the heads of othcr NKVD 
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directoratess Besides the daily bulletins, the office also pubs 
lished periodically top soorct bulletins for Party leaders, for 
certain members of the Govornmont and for NKVD offices, Another 
source reports tho existonce of Information settle with the 
responsibility of collating agonts? roports on various levels dovwm 


to districts ond forwarding thom to the noxt highest echelon. Such 


reports wero made up overy five days and distributed to the following: 
Tho Directorate for tho Security of Government Leaders, SPU, EKU, 
“ond the Investigation Directorate, 


fo GUK (Glaynoye Upravleniye Kadrov): Contral Personnel 
: Directorate 


This Directorate, possibly the 15th Dircetorate of MGB, 
and its sections are in charge of the personnel administratio for 
MGB, the maintenance of personnel records, the PocruLtine “oF personnel 
and probably the administration of MGB schools. GUK agents also 
check the employees of important goporanewe officials and of the 
Kremling [Information is still lacking on how GUK controls the train= 
ing of personnel, but it is assumed that such training is the respon= 
sibility of GUK at USSR level and of this dircctoratets soctions in 
the various other directorates to which they are attached. For 
example, tho Personnel Section attached to KRU probably trains KRU 
Savacuel in their special work, 


Ze AKhU (Administrativno-Khozyaistvonnoye Upravlieniye): 


“fain s trative-noonomle Dirootorate 

This Directorate, sometimes referred to as AKhFUy cxorcises 
the responsibility for gonoral administrative and supply functionse 
Its sections are attached to o11 dircctoratcs of MGB to provide 
materiel, to maintain o*winistrative records and files, to provide 
food, quarters, clothing and transportation and to carry out similar 
administrative functions » 


“he FO or FU (Finotdel or Finuprovloniyo: ‘(Finencé' Office 


“x or Tinance Directorate 
Tho FO's attached to directoratos control the financial 
resources of the directorates, It is possible that FO has boon in- 
corporated in AKhU to form an AKhFO or AKhFU. 
i. Secretariat . 
A Secretariat has beon traced in the NKVD and may exist under 
MGB; it is believed to have SECRET supervisory control powers over 


all information received by the NKVD office to which it was attached, 
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Ve ORGANIZATION OF TES MGB WITHLE THe ysse OW REPUBLIC, PROVINCE AND 


Each of the Sovict a Republics has its owm Ministry of State 
a Security (MGB) which is pattorned after the central organization of 
MGB/USSRe Technically, all Sovict republics havo their own independont 


governments and therefore their MGB's aro, in theory, diroctly under the | 


Central Committec of the CPSU and the Council of Ministors in gach 
republics Practically, however,’ each republic MGB is under, and operates 
as a part of, MGB/USSR which issues its controlling directives. 
- . Republic MGB's are organized similarly to those of MGB/USSR « It 
? should be emphasized that undor GUGB operational orders were probably 
tronsmitted through an Cperational Dircetorate; this is not now con» 
sidered to be the casce Both operational and administrative control is 
bolicved exorcised through lower level MGB officess province, terri- 
tory and autonomous province lovels the MGB organization is roferred to 
as UMGB, the U being best tiamsineca as “office", Thus UMGB/LO is the 
MGB office of Leningrad Provinec. In the provinces of the RSFSR, the 
UUGBYs are directly subordinate to the MGB/USSR in Mosc owe In all 
ea? Soviot Socialist Republics, howover, the UMGB secms to be subordinated 
to the MGB of tho republice UMGB jurisdiction includos an entire province 
2 with all its towns and cities, the headquarters asad situated in the 
largest city. Subordinato to the UMGB's are sity sections and sub- 
sections, district subsections and county subsections. At the lowest 
MGB levels officers apparently share the work according to tho objcct 
of survcoilisnoo and not according to whether it is, for example, KRU, 
SPU or RKU activity, Officers attachod to district soctions ‘eas various 
agents, informants ond subageoncios, depending largely on local conditions 
and with loss regard for strict regulations and aerinenciens of formal 
jurisdiction than at the higher levolse 
In the Sovict Socialist Republics sae the Autonomous Sovict Socialist 
Republics, MGB chiefs are Ministers of Stato Security; in oblasts (provinces), 
erate (territorics), and autonomous DEewanees they are chicfs of UMGBts 
or offices of MGB. Tho following list, - which is considored substantially 
= agg “accurate as of late 1946, is made up of such principal MGB officcrs as are 


known and includes the head of MGB on USSR levcol and his knowm aeautiees: 
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Minister Ccl, Gene Viktor Semyonovich ABAKUMOV 
Deputy -Minister Gone Lte S. I. OGOLTSOV, deputy for goneral 
. questions 
a Gone Lte N, Ne SELIVANOVSKI 
Gone Lite A. S, BLINOV 
' . Gone Lte No. Ke KOVALCHUK, later transferred to 
MGB Soviet Zone in Germany 
" Gene Moje Me. G. SVINELUPOV 


Soviot Socialist Republics 


Ukraine Minister Gon, Lte So Re SAVCHENKO 


i White Russia Gon, Lte Le Fe TSANAV 
: Uzbckistan u Gone Moje Ms Ie BASHAKOV 
= Deputy-Miniter Col, Gens Ae Ge GAVITOV 
= ‘ i Ae NIYAZOV 
: " . Ke Be RYZMETOV 
- Georgia Minister Gone Lte fie Ne RAPAV 
=. Deputy-Ministor Gens Lt. Shs O. TSERETELI 
B: ‘ " Gone Maj e Te Ie NIBLADZE 
: Azerbaijan Minister Gen, Moje Se Pe EMRLYANOV 
7 Lithuana u Gon. Maj.s Ie Me BAR TUSHANAS 
Deputy-Minister Gore Maje Po Me KAPRALOV 
: " Col.A. A. MITSKEVICHYUS 
Latvia Minister Gene Maje Ae As NOVIK 
Deputy~Minister Col, Yoo You VEVERS 
: # : fe Se SOLOMATOV 
Kirgizstan Minister Cole Ae Me IVANOV © 
Esthonia . Gone Maje Bo Ge KUMM 


Autonomous Soviet Socialist Republics 


Abkhazian ASSR Minister Gene Maje Ie Ao GAGUA 


Adzhar ASSR " Cola Me Ie KUKUTARI 
ar)  Dagostan ASSR ee Cole M, Ie KALININSKI 
foe Kara-Kolpak ASSR u M.e SHERALIEV 
- Komi ASSR u Col, Ie Is FEDYUKOV 
Mari ASSR " Lt. Cole Se Is SOLOVEV 
Tatar ASSR iy Gene Maje A» Fe RUCHKIN (since ond 
of 1947 Maje Gona SIDNEV?) 
Chuvash ASSR / Cole Se Ty MITRYASHOV 
Yakut ASSR ! G. Ky ZIMIN 


Oblasts (provinces) and Krais (territorics) 


Moscow Chief of UMGB Gene Maje I, Ie GORGONOV 
Leningrad u " Gone Lte P, N. KUBATKIN 
Kresnodarsk Krai : M Gen, Lte Me M. GVISHTANT 
Kursk is * Major M. P,. DEMIDOV 
Dnepropetrovsk " e Col,s N. Ve SYRKOV 
Molotov : " Gen, Majo I. I. ZACHSPA 
‘ Novosibirsk " " Gens Maje P. P. KONDAKOV 
Orlov " wv Lt, Col, A» Dy DOMAREV 
Khabarovsk Krai it " Col, Gene Se Ae GOGLIDZE 
Novgorod ¥ : Cole I. Ve RECHKALOV 
Tuvinsk e . Ne Ne PETROV 
Oirotsk a ‘ | As Pe KAZARIN 
South Osetinsl a I, I. GASSIYEV 


We are able to delineate the lower level operational and orrsanizational 
structure of only a few MGB Siedesuateg, The data appearing below in this 
connection frequently are more accurate in theory than in practice, as dual 
and multiple functions are frequently eaeeg out by the same individual 


or offices 
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: Information on the ‘Gade echelons of INU comes primarily from 
defectors with aegiie knowledge of INU/NKGB and INU/MGBe INU in the 
NKGB organization is believed to have been represented on republic level 
in the form of a section or INO, which, one source states, was always 
the lst Section in a Republic NKGBe INO!s of Republic NKGBis are said 
to have received their directives from INU/NKGB/USSRe The importance 
and the size of an INO depended on the snout of interest shown by both 
NKGB/USSR and the Republic NKGB in tho affairs of the neighboring country. 
INU was also represented by an INO in the UNKGBts of provinces bordering 
foreign countries and was considered by one source to be a sort of border 
office of the INO of the Republic and of INU/USSRe The INO/UNKGB allegedly 
had very limited independence of action in the evebananes of its dutiese 

Except for the limitation of functions of lower echelons of INU, 
MGB apparently follows the samo pattern as NKGB.s. Ome source believes that 
INO's of UMGB's may carry on intelligenze activitics independently although 
they are generally utilized as service organizations for intelligence 
operations undertaken by a Republic MGB or MGB/USSRe Bu’, according to one 
report, believed reliable, the mission of a itieion MGB agent, on assignment 
from UMGB/Uzhorod,was held up in dune 1947 duc to the necessity of ob- 
taining specific approval from MGB/Kiev (Ukrainian SSR), as the cxisting 
directive forbade UMGB/Uzhorod on province level to mount operations 
outside tho USSR without clearances In any case, provinces bordering on 
6 forolen country have an INO and probably INO subsections of UMGB for 
each country the province borders, In Uzhorod, which borders on four 
countrics, there are subsections of the UMGB for each bordcr country. In 
piieiness without forocign frontiors, tho UMGB reportedly has no INO. 

2. SPU, SPO — 

No information is available on the organization of SPU under MGBe- 
The SPO's of the UNKGB‘s and UGB's (under GUGB) were subordinated both ad- 
ministrativoly and operationally to tho SPO for tho seSuouiee ese Tieey 
except in the provinees of tho RSFSR whichwere undor direct SPU control, 
The structure of tho provines SPots conformed almost oxactly to that of the 
Republic PO's, their size and importance varying in seeouiaies with the 


donsity and political development of the population, ond tho number of 


9 BO 
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objects of surveillance in the province, Information on the SPO or 2nd 


Section of UGB of the Leningrad povince reflects that the inhabitants of 
Leningrad were, at least in 1941, under surveillance by tyvo SPOts: the 


SPQ of the province and the SPO of the city administration, The latter 


supervised suspected citizens, institutions of learning, movie houses, 


theaters, public parks, museums, sport societios, city and district Soviets, 
the Academy of Sciences, courts of law, the public prosecutors and other 
government agencies in the city. Agents of the province SPO dealt with 
government institutions situated in the city of Leningrad but of importance 
also to the provinces, such as the provincial Public Health Sections, the 
provincial Section of Public Education, provincial law courts and prosc- 


cution officers, otce 


54 KRU, KRO 
The source who provided the above information on the SPO has 
also made the following statements in regard to KROQ, also known as the 


3rd Sectionof UGB under GUGB, in the Leningrad Provinee. The particular 


. importance of the Leningrad KRO was due to the proximity of the fronticrs 


of Finlond, Estonia and Latvia, to the existence of a large commercial 
manor cui to the number of nationalities living in the city and province 
of Leningrad.» The Leningrad KRO played the organizing part in dealing 
with espionage and counterespionage oe ee area, aided by 3rd Special 
Section agentse The principal objects of KRO attcntionwere persons who 
ia arrived in the USSR at various times (in particular, persons not 
possessing Sovict citizenship), porsons who had relations with citizcns 

of forcign countrics, members of the forcign diplomatic corps, members 

of non-Sovict national groups, suchas Finns, Germans, ctc., inhabitants 
of the towns and villages in border districts, prisoners of war, officials 
of harbors of commercial imper tance, and Soviot citizens sent on official 
business abroad, Tho duties of KRO Leningrad included a careful regis- 
tration of persons belonging to the aforesaid categories which, in respect 


to surveillance by agents, are divided into three typos of cascs: rogis= 


“tration, active ond agentstcascs.e 


KRO Leningrad; according to this source, also prepared individual 


agents and groups of agents for missions outside of the USSR and transforred 
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them abrond., Such agents were largely persons acquainted with life in 
the countrics towhich they were sent,a On the basis of reports from 
those agents, KRO Leningrad compiled detailed reports on tho espionage 
activities of foreign countrics directed against the Sovict Union, on 
the activities of all types of hostile forcign parties and organizations 
end on persons trained abroad for espionage work in the USSRe Those 
reports were sent to all operational sections of the NKVD so that agents 
might become familiar with thoir contents. This source also stated that 
to KRO of the Leningrad province were transforred duties of the Leningrad 
INO, or Sth Section UGB Leningrad provinces 

Reliable information on SPO ond KRO cporations at republic 
level is availablo only from the oxample of the NKGB/Lithuanian SSR, which 
existed for throe months in 1941. Sinco the two Sica ohomton cooperated 
vory closely, they will be dealt with together in the following pagcsas 

During April, May and duno of 1941, the NKGB operated in 
Lithuania until the advance of the German forces after the outbreak of 


the German-Sovict, war forced the Sovicts to leave tho country. Captured 


NKGB documents from this period, belicved authentic, throw considcrablo 


light on Soviot State Sccurity work against anti-Sovict elements in the 
Lithuenion Sok in 1941, as woll as on the collaboration between the various 
organs of tho NKGB at that timc. These ipeuines eau cats that one of the 
principal purposes of the NKGB in Lithuania was to register all anti-Sovict 
elements of the population, to prepare them for exile tothe USSR and to 
initiate the exilo, Captured NKGB orders indicate that SPO and KRO/NKGB/ 
Lithuanian SSR. sharsd in the respmsibility of rogistering anti-Sovict 


elements, cach direectoratc in its own ficld. Tho following order, datod 


20 May 1941, from the Deputy Pooples! Commissar of State Sccurity, 


Lithuanian SSR, was direoted to the Chiefs of SPO and KRO/NKGB/LSSR all 
chiefs of county sections of NKGB/LSSR, the chief ofthe City of Vilna 


NKGB office and chiefs of vail transpo:t soctions of NKGB/LSSR; "Forwarded 


-herowith a formfor daily repeat of categorics of anti-Sovicot clemcnts 


by order of the Peoples? Commissar of State Sccurity USSRs Commissar of 
State Security Comrade MERKULOV. Complo ted forms must bo sont to me by 


courier on the enclosed blanks and must arrivo boforc 15:00seccacee™ 


ae tiists 
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A list of categorics of counterrevolutionary activities has been 
found among these captured documents « Persons folling into any of these 
eatcgorics were subject to operational registry. The demarcation botweon 
SPO ond KRO is made vory clearly, sinco the first section of the list 


contains categorics to be registercd by SPO and the sccond section catce 


gorios to be registered by KROe A translation of the list follows: 


Cateporios to be rogistored by SPO: 
ae Former officials of the government of the countrya 


le Principal branch hoads. 

2. Directors of departments and abovce 

3. County chicfs. 

4, Military commanders of counties. 

5. Police officials. 

6a Geondarmerics 

7. Prison officials and administrative workcrse 
8, Public prosccutorss 

94 Mombors of military field courts. 

10, Mombors of district, etce, courts and sections 
coneecrnod with trial of political cascs. 

ll, Members of other courts. 

12. Members of the Supreme Court, 

13,. Mombors of appellate courtsa 

14, Examining magistreatcs for important cascse 

15, Officials of the Lithuanian Intelligence Scrvicce 

16, Officials of the criminal policoe : 

17 Officors of the 2nd (Intolligonce) Section of 
the General Staff of the Lithuanian Army. 

18, Trotskyites. 

19, Active mombors of the PLEKHAVICHUS, BERMONT-AVALOV 
end von dor GOLTS bands, working in Lithuonia 
against the USSRa 

20¢ Socinl-Rovolutionarics.s 

216 Loading members of the Social-Domocrats. 

22, Agont provocateurs of State Security 

23, Families of "backeslidors." 

24. Landowners. 

25, Important monufacturcrs. 

265 Important merchants and landlords with property 
‘yalucd at not less than 60,000 lits. 


be Membors of tho Lithuanian National Counterroevolution 


Ce " _ Ww Polish it oT 

ds : " Jowish " i 

6. Members of the Russian White Emigrant Formations. 

fe : " Ukrainian National Counterrevolu tion 

Bo " " Waite Russian National Counterrevolutions 


he Leaders of Catholic Organizations. 


Catcgorics to be registered by KRO: 


_& Employecs of forcign logations, regular rcprescntatives 
of foreign firms and counter-agents of: 


Germany England Unitcd States Vatican 
Italy France Scandinavian Baltic countriss 
Japan Spain countrios Others 


be Gormons forbidden to depart for Gormanye 

Ce Mombors of "Kulturburd" and "Mannschuft." 

d. Contrabandists and smvgglors linked with Gormanys 

Ga Persons living on the border and having relatives 
in Gormanye 

f. Familics and close relatives of persons boing exiled 
to the USSR. 
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ge Persons trying to floc from LSsR to Gormany undor 
pretonse of repatrintions 

hy Porsons arriving in LSSR from Gormany or repatriated 
through Gormony, concorning whom cxact details are 
available on thoir yolations with German or othor 
forcign intelligence sorvices. 


A final cxample sorves to clarify the chain of command and the 


“headquarters orgonization in chargo of proparing ond conducting "ope rations 


to rid the LSSR of hostilo anti- Sovict clomonts." Carrying out an order 


of Ve Se MERKULOV, tho Pooplost Commissar of State Security, LSSR, ordered 


on 23 May 1941 the following to constitute the operational staff for this 
operations He pickod his own doputy as chairman and oppointod the deputy 
chief of SPO, the chicf of a subacotton. of SPO, tho doputy chief of a KRO 
subsection and several NKVD sooueen chiofs to work with him, This group 
was joined by two NKVD officors from NKVD headquarters in Moscow to arrange 
liaison with the NKVDe Operational “troikas," or throc-man committcos, | 
were sot up throughout the country to carry out the ei operations at 
county lovele Of the threo members of these troikas two were NKGB officers 
ond one an NKVD officer, usually the chicf of the local county NKVD office 
Of the two NKGB officials one was, in most Sinton: but not necessarily, 
cithor an SPO or KRO officers Among other NKCB sections sansa tauted on 
these troikas were the Investigation Soction, Porsonnol Section, and the 
Administrative and Economie Section, The troikas worc responsiblo for 


rendering daily reports on all persons registered and subject to cxile 


ond for maintaining a file on oll suspected personse Those filos wore to 


contain information suppliod by agents, full details on the head ond members 
of the family and a complote inventory of property. Tho rail transport 
sections of NKGB sot up thoir own troikas; throo for the whole of Lithuanioe 


Tho NKVD militia wos specifically ordorcd to rondor assistance to the 


organs of the NKGB in conducting tho operations 


These captured NKGB ordors, although old, afford an sshetiont 
example of tho ficld co-ordination on specific operational probloms not 
only botween various State Security directorates but also eee 
diroctorates and tho uniformed troop formations of NKVDe There are also, 
of course, numerous othor instancos of such operational socdrddanttcn 


indicating State Security control of NKVD troopse 


ee 
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Although it is quite pos sible thet BKU has changed radically in 
the last seven years and may, iitesa. He longer exist, poveaSracran oe 
its operational activities should be made, if only to provide useful back- 
ground material and a more complete understanding of MGB bureaucracye 
Available information, based on a reliable knowledgeable gounee; is 
therefore syesouted in some detail on the operations of the EKU for the 
Ukrainien SSR and the BKO for the Azerbaijan SSR on republic level, the 
EKO for the province of Arkhangelsk of the RSFSR, the EKO for the province 
of Gorki and the EKO for the Primorsk Territory. 

The EKOts on republic level are believed to have been subordinated 
administratively to the republic NKGB, but operationally each EKO was sub- 
ordinated to EKU/USSRe The reason for the existence of an EKU, rather 
then on EKO, for the Ukrainian SSR was that the republic contained a 
highly developed industrial plant disproportionately vital to the economy 
of the entire USSR, on of the Ukrainian industries was represented by 
a section directed by the EKOts of the twenty-four provinces of the 
Ukrainian SSR» These in turn were ssorationnriy subordinate to the republic 
EXUs Thus each provincial EKO had a combined operational and investigation 
unit which, within the sphere of the province, combined the work of the 
operational and investigation sections at higher levelse It was this 
combined unit which directed the sections which represented EKO in the 
various factorios of cach province. Control was effected either directly 
or through the section representing the industry sancemieds The operational 
and investigation unit of the provincial EKO was also daneceig megnoueivis 
for the guard arrangements for such band! factories requiring special NKVD 
troopse Each industry within the province was represented by a branch 
section in the provincial EKOs; the number oe anes sections varying in each 
province according to the economic and Snuideriel development of the 
provinces 

Since the Azerbaijan SSR contains ss of the largest oil-producing 
fields in the Soviot Union, the organization of the EKO in Azerbaijan was 
varied to control this Sauiat situation. The Operational Section planned 


ond directed the work of the Azerbaijan EKO in accordance with instructions 
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received from the O41 eRAUS TTY. Department of EXU/NKVD/USSRe It eompites 
periodical reports and returns for Be and control d operationally tho 
NKVD troops guarding oil wells, pipelinos, factorics, and Eernced} 
facilities, Tho Investigation Unit conducted invostigations into. casos 
dealt with by this department and the Records Unit had functions similar 
to those of the corrosponding dopartments in the EKU/USSR. | 
' ‘The O11 Industry Dopartment was the chicf dopartnent of the EKO 
of the Azerbaijan SSRe It was divided into two scctions: | 
By O11 Production Section; Kept a watch on the work of the ole 


g trusts and organs, and directed the work of 
apoctal dopartmonts ond spocinl units in theso orgonse 


es “be Q11 Rofinory Section: Kept a close surveillance on tho 
7 = . Bovivities 1n the oil refinerios by moans of spocial 
departments in tho refincricse 


| The small maghine-construction industry of the Azerbaijan SSR 
was reprosented in the EKO organization by a “special section controlling 
spocial departments in pereinant factories. 
The structure and funotiong of the Arkhangelsk EKO iidverdotornined 
primarily by the following factors: Tho main wealth of tho province of 


Arkhongolsk lies in the enormous forests which cover its entire torritory; 


“the dovelopment of the timbor industry constitutos its main economic ac- 


ee? tivity and in Arkhongolsk olonc there were thirty mills, two of the largest 
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tinker rere in the Soviet Union, a large Papor factory ond a host of 
smaller woodworking concernss In addition to the timber industry, there — 
ware two lerge shipbuilding yards (tho Molotovsk yard being the Sua 
in the USSR) » and deep-sea fishing, s tock raising and agricul ture worg 
importont economic assets. . 
‘Under ordors received directly from EKU/NKVD/USSR, an operational 
ond investigation unit directcd the work of the Arkhangelsk EKO ond in- 
vestigated ony cases of cconomic counterintolligeonce within the ee 
Resombling corresponding organs at other levels, it was responsible tos 
7 . security guard measures for factorics and forwarded periodic reper ts to 
‘EKU/USSR. The most important department in tho Arkhongelsk BKO was the 
Timbor and Floatage Departmont which worked under the generat direction 
of the Timber Industry Section of EKU, docking with timbor ani its byrproducts. 


This dopartmont was responsible for economic socourity in all the timbor | cone 


7 corns in Arkhangelsk ond controllkd special dopartmonts in the timber 
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Colloeting Trusts, special units in the sawmills, wood=pulp and by-products 


plants and speci al units in the Timber Floatage Trustse <A Houschold 
Industry Section was Paspensible for all Arkhangelsk industries other than 
those represented in EKO by separate sections or representatives. These 
industries included a tannery, a knitted fabrics factory, a rope works 

and several brick works. 


The Shipbuilding Industry Section of EKO, Arkhangelsk was directed 


' by the corresponding branch department in EKU/USSR and was mainly concerned 


with the activities of the Molotovsk yard already mentioned. The Sectim 


reportedly came into existence in 1935 and was also responsible for the 


' other shipwepairing and building concerns, operating through special 


departments or units. 

Natural geographical advantages in the Province of Gorki facili-~ 
tated the development of many industries, among which were the largest 
motor works in the Soviet Union, several war industries, a locomotive 
works, a diesel engine plant, an enormous river shipyard and numerous 
other mechanical engineering and metallurgical shops. Two of the more 
important sections of the Gorki EKO were the Machine Construction Industry 
Depertmont, which checked on all the activities of this industry in the 
province by means of the usual special departments, and the War Industry 
Section, responsible for pastries engaged in armaments productions 

The Primorsk Territory, one of six territories or krais in the 
Soviet Union, comprises the Pacific Soviet seaboard from Vladivostok to the 
Bering Strait. iaaustey. developed here rapidly after 1934 and tA6 EKO 


of the territory was correspondingly enlarged. <A War Industry Section 


-carried on counterintolligence work among the developing armaments and 


munitions plants and, according to ono source, thcre were, under GUGB, 
an Operational Section, an Investigation Unit and the usual sections and 
individuals according to the various industries and Sete tava entor= 
prises. Of those a combined section for the cool and oil industries, 
prominent in tho industrial life of the territory, was the most meoreonty 
It is assumed that some sort of organization of other MGB direct- 
orates similar to EKU, KRU, and SPU exists below USSR level, but believedly 
euthentic information on the organization at lower levels is lacking at 
present,except for the following on operations in Leningrad province, 


primarily as of 1941, 
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5, Operations 


At the field operational level, operations are in the hands 


of "Operational Collaborators," roughly case officers, attached to the 

MGB directorates, sections and subsections, which are referred to as 
operational sections." An example of the work of such a cage officer 

is available from a defector, who has described the activities of one 
assigned to a subsection of the lst Section of the Economic Section of 

the UNKVD of Leningrad Province. Through an industrial branch of EKO 

this officer received a completed questionnaire on an individual under 
suspicion of anti-Soviet activity in a Lantus factory, The case officer 
made a record on this individual, bearing the signature of his section 
head, and this card was placed in an alphabetical index of the lst Special 
Sections | 

Since it was an absoluto roquirement thet surveillance by agents 
be ieee in Bavane and that concrete operational measures of surveillance 
be proposed, the case officer drew up a plan of surveillance calling for 
collaboration by agents of the 2nd and 3rd Special Sections, the former 
to assist with technical monitoring aids and the latter to provide agents 
to surveil the suspecte All data on the case had to be processed by the 
lst Special Section, by which means accurate and centralized records were 
‘assUrEde _ 

The case officer now had to plan 9 safe and secure method of 
mutual pcnueeacion with his agonts, supplied in this caso by the srd 
Special Section. He arranged and paid for a conspirative apartment for 
meetings and he met his agents according to a schedule drawn up by himself. 
On occasion he may have had to consult with his superiors in the Ist 
Section of EKO/UNKVD/LO. He made oa ty. notes on the progross of his 
agents and was se spenbiens for a summary each month of the agentst reports. 
By moons of these summarics his own work was ordinarily controlled by his 
superiors. When information proving the guilt of the suspoct had beon 
obtained == in this case a monitored mocting with on accomplice ond state- 
ments by follow workers attesting to anti-Soviet remarks uttered by the 
suspect == cer warrant of arrest was made out by the case officers 
On occasion, however, such a warrant might bo made out by the section to 


which the case officer was assigned. The case was then turned over to the 
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Investigation Section. Had the suspect fled in the mcantime, the case 


officer would have had one final responsibility, the issuance of o goneral 


_ warrant of arrest requiring all operational sections t hroughout the Sovict 


Union to initiate local searches for tho individuals 

The case,officer comnonly recruited his own, agents e He was 
responsible for determining tho education, monners, character, otce, of 
& prospective agent by personal interviews, for writing a report requesting 
confirmation of tho reeruitment by the chief of the local NKVD section and, 
on obtaining this permission, for getting a writton agrecment from the 
prospoct to work as an agent oy informant, Tho caso officer trained his 


agents himsolf and was at all times rosponsible for their actse If he 


. himself wos tronsforrod, he first transferred his agents personally to his 


successore When he was ill or on vacation, tomporary tronsfor of his 
agonts was mado to the head of his soction or subsections 

VI. ORGANIZATION AND FUNCTIONS OF THE MGB IN SOVIET -ZONES 

F OCCUPATION 

The chief positive intclligonce and counterintelligence functions 
of the MGB were carried out, it is bolicved, in the Sovict zones of occu. 
pation dircetly aftor the closo of World War IT by, or at least throu gh, 
the organs of the MVD (formerly the NKVD). State Soourity officers 
apparently were assigned to the MVD units which primarily fulfilled police 
functions in the Soviet Zones of Germany, Austria and Korote Gradually , 
howevor, as tho arcas becamo stabilized, the work of tho MGE assumed groater 
importance, and in 1946 a broad reorganization took placoy at least in | 
Gormany and Austrias In Austria ond Hungary, MGB wouiwbetos previously 
had been masked behind the protection of the Allioa Control Commissions, 
The MGB now took full authority for positive intelligence and ccuntors= 
eeeuioeeaed activities. | 

Tho reorganization which took place, as noted above, appears Obe 
viously to be a ficld manifostation of the general reorganization and ro~ 
distribution of the functions of MGB and MVD which, it will be rocallod, 
began in 1946 and apparently is still continuing. Howover, thore is cone 
siderable authontic information reflecting that in the Sovict Zone in 
Germany cortain intelligonee and quasi-intolligence functions have been 


earricd out by tho MVD concerning matters which normally would be considered 


SECRET 


Approved For Release 2006/07/17 : CIA-RDP83-00415R001100030012-2 


PE ye bie 


_ Approved For Release 2006/07/17 : Cis RDP83- 00415R001100030012-2 


oF SECRET 


at the prorat time to be within the jurisdiction eive he MGBe It is 


pes sible that this has eoeultea from tho somewhat Gasca status of Rastern 


. Germany as a military occupation zons It is also entirely ps sible that 


“MVD installotions in this regard have been used as cover by MGB, although 


this has boen denied by at lonst ono dofoctore 
The Soviots apparantly consider the principal intelligence problems 


confronting them in the occupation zones to be those of counterintelligence 


surveillance of all groups capable of anti-Soviet activity, and of all the 


branches and employees of the Soviet and native administrations, the pre= 


vention, penetration and interception of foreign intelligence missions, 
ba the preparation of Soviet intelligence missions to obtain political, 
economic, as navol and technical intelligence about foreign powerse 
For the purpose of both counterintelligence and positive intelligence, 

full Sovict use of their zones of occupation ae staging arene from which 
to mount operational smteniccenes missions can. be accepted as axiomatic» 


Dominant in this field will be the organs of the MGBe 


Ae Soviet Zone in Germany 

When hostilities coased in Germany in 1945 Soviet Intelligence units 
on German soil were on j wevtne footing, their activities overlapped 
considerably and there seemed to be no coordination or chain of commande 
To corrcot this situation, Cole Gens Ie Ae SEROV, who had becn in command 
of the combined Soviet Intelligence servicos in Poland, was placod in 
charge of all Soviet Intelligence activities in Germany, Austria and 
Western Europe. It is not ROGEEE LEY. to take up in detail the organization 
of SEROV's headquarters in Potsdam documentary evidence has proven, it 
may be noted, that it was responsible to the NKVD (IVD) in MoscoweDuring the 
summer of 1946 all Soviet Intclligonce services in Gormany wero still 
nominally under SEROV's control, but ao roorganization was probably under 


consideration at that time and may have been base¢ on tho failure up to 


thot time to coordinate missions among the various units of the intolligonce 


services and on a lack of unity in ‘tho results obtainode 
The roorganization of Sovict Intelligence in ceva the first 
phase of which onded ako ut Novembor of 1946, resulted in the setting up 


of o uniform system of intclligence and counterintelligenco sections pri- 
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marily: under jurisdiction of the MCB. The basic structure of the old 
NKVD organization in Germany was retained with tho Operational Soctor 


‘ (Opersektor) at province levol, the Oper Okrug at district level and the 


Oper Gruppa at “"krois" or county levele A recent source refers to tho 


er Gruppa as “Rayormoye Otdcleniyo.s."” It is possiblé that quite rocently 
PP , 3 


ae letters MGB have been supersedod by SVA (SMA), roprosenting Sovict 
Ma latory Administration; thus one would rece to find today, for oxamples 
' Oper Okrug SVA, instoad of Oper Okrug MOB In the present paper the nes 
Okrug sen Gruppa have been used throughoute | 
- The above-outlinod reorganization sodnetada with ehe departure 
of SEROV from Germany, His successor is not yet definitely know, but 46 
pelicved to bo one of the following: Lt. Gone or Maje Gone KOBULOVs Maje 
Genes Le Fe TSANAVA, Moje Gone Nikolai Ke KOVALCHUKe Weiss tho sieeeseen 
may be, the functions of his offico aro belicved to be largely adminis- | 
trative ond directional, Actual operations are carried out by the six 
_ Operational Sectors ond their eusdainats organizations, the Oper Okrugs 
“and the Oper Gruppye Sovict Zone Operational Sectors are: 


es . 1» Brandenburg, commonded by Gon. Maj. FIIATOV, with hoadquartors 

in Potsdam and Qper Okrugs in the cities of 
Potsdam, Eberswalde, Kottbus, Brandenburg and 
Bernoue , , 


Ze Thuringia, commanded by Gone Moje IGNATOV, with headquarters 
_ in Woimare Oper Okrugs are located in Weimar, 
Gotha, Erfurt ond Gero. 


- 8 Saxony, was commanded by Gone Moje KLEPOV, with heads 
quarters in Dresden and Opor Okrugs in Dresden, 
Leipzig, Chommitz and Zwickaue. KLEPOV has boon 
relieved of his command; his successor is unknowns 


4e Saxony= commarided by Cole KUZNETSOV, with headquarters 
Anhalt, in Halle, Opor Okrugs are located in Magdeburg, 
Morscburg, Dessau, Altmark and Torgaue ; 


. & Mecklenburg, commanded by Gone Moje NIKITIN, with hoadquarters: 
in Sehworing Opor Okrugs are located in Schwerin, 
Greifswald and Gustrow. , 


6, The Operational Sector of Borlin, commanded by Gone Maje Ae Me 
ey VUL; (succossor to Moje Gon. SIDNEV) has olwoys 
' geomed basically difforont orgonizationally from 
the othor fivo soctorse Thoro are no Opor Okrugs 
in tho Scetor but a number of district scctions 
MGB or SVA (Raionny Otdol, abbrovieted to Raiotdel 
MGB or SVA) arc under tho Sector's direct command, 
conch reportedly covering a postal district of 
wy a Borlin in the samo way as tho original IVD Oper 
Gruppy did formorly, It is bolicved that the organ= 
ization of tho MGB in Berlin propor was designod 
to cope with the special circumstances prevailing 
in the city under quadripartito occupation, and that — 
thoro aro, in Berlin, Sovict Intolligonco agoncies in 
- p@dition to thé usual installations of the MGB in ~ 
en Opecr Scctors 
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It has beon reported that Oper Sectors are divided into an 
administrative branch and an intolligence branch, and that a similar 
‘division exists at lower levels but on a smallor scalo. Tho adminis- 
trative branch is stated to consist of a BuosOhariaty a personnel 
section, a payty orgonization soction, o finance section, a supply section, 
‘ records and registry soction and a prison section. The intelligence 
branch reportedly has six operational segebone toe positive intolligonce, 
counterintelligence operations into westorn zonos, countcrintelligence 
in the Soviet Zone, search of wanted persons, counterintelligenoe among 
SMA personnol ond investigation and iitorhonn tiene 
A more dctailed analysis has boon provided by a dofector who 
was familiar with the organization and functions of the Operational Sector 
of speunadoiee: While the sourco does not make the distinction outlined 
above botweon administrative and ieeennasnes branches of an Oper Sector, 
his information, especially on the intelli gonce scctions of Oper Sector 
Brandenburg, is sufficiently detailed to permit full quotation bolowe He 
gould provide no explanation for his listing of A, I and IV as subsections 
ee as soctions: 


Subsection A - Maintains all files of an operational nature, 
all informant card indices and all case files, 
which cannot be removed from this soctiones 

Subsection I - Positive Intelligonee. A network of informants 

4s maintoined in tho Amoricon, British and 
French Zones and agonts arc sont on missions 
4nto these zones. Targets are ordersof+battle 
- 4nformation on troops in theso zones; political, 
eeonomle and tochnical intelligence; public 
opinion; the situation in the DP camps; and the 
activitios of forcign intelligence servicose 

Section II - Conducts countcrintclligonee operations. In 
MGB Operational Soctor Brandenburg thero aro two 
subsections, one dealing with United States 
espionage ond tho other with British and French 
espionoge. This Section also engages in offen- 
sive oporations, sending agents into tho United 
Stotos, British and French Zones on countor= 
intelligonce missionse 

Soction III - Comterintclligence scction for every branch of 

_ the Gormon administration, political partics, 
schools, churches ond cultural organizations in 
the Soviot Zonc, Information is obtained through 
networks of informants in these organizationse 

Subsection IV- Section for locating persons wanted by the MGB; 
it makes use of a number of German "log men" 

and of Gorman police facilitics. 

Soction V - Section for counterintolligonce within the Sovioct 
Military Administration in Germany. Informant 
notworks arc ostablished in every local hoad- 
quarters and in othor administrative officose 
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Section VI + Section for investigation and interrogations 
This Section investigates all arrested persons 
and interrogates on the basis of bricfs sub= 
mitted by other sections, partiolarly Sub- 

section I and Section II. 

Finance Section -Mointains payrolls of officers, enlisted mon 
end civilian interpretors and distributos 
confidential funds at the request of soction 

fat chiofse 

Personnel ~ - Maintains all personnel files of officers, cn- 

(kader} Scction listcd men ond civilions. 

Source states that this MGB Operational Sector has, under the 
jurisdiction of its five Oper Okrugs, twonty-cight Oper Gruppye Of these 
he was fomiliar with tho namos of sixtecn: Prenzlou, Angermunde, Tomplin, 
Bad Freienwalde, Frankfurt on dor Oder, Nouruppin, Rathcnow, Nauen, Malow, 
Wittonberge, Belzig, Luckenwaldc, Fucrstenwalde, Spromberg, Gubon, Booskowe 

In this samo source's opinion, Lt. Gone KOVALCHUK.is Chicof .of 
MGB in the Soviet Zone and has a complote-staff with sections 
corresponding to those of tho operational soctors. He is sure that a stoff 
sootion corresponding to Section VI of an operational sector oxists on 
KOVALCHUK's staff, ond this section carrios out investigations covering 
the whole of Sovict-occupicd Gormanye Commanding officer of this section 
is Col, CHIZENKOV, ond tho offices of the section are located in Potsdame 
Uhdor the command of Cole CHESTAKOVICH, anothor staff soction, corrces= 
ponding to Scction III of an MGB operational Sector, is entrusted with 
tho surveillance of all aspects of German public lifce | 

Command channels between MGB Operational Sectors and Oper Okrugs 
.are sketched by this source as follows: The Commanding Officer of an 
Operational Sector may give orders directly cither to tho Command ing 
Officer of an Oper Okrug or to chiofs of soctions in an Oper Okruge Also, 
section chiefs of Operational Sectors are authorized to give orders to 
ohiofs of corresponding scetions in Oper Okrugse For examplo, Lt. Col. 
PAGENTRIGER, at the timo of sourects defection, was Chicf of Section II 
of the Oporational Scctor Brondonburge PAGENTRIGER was authorized to 
order the chicf of Section IT in Oper Okrug Eberswalde to undertako oper- 
ations, ‘Tho Eberswalde official followod PAGENTRIGER's orders, mowing 
that they had been cloared through PAGENTRIGER's chief, Gone Maje FIIATOV, 
Chicf of Operational Sector Brondonburg 


As o furthor oxample of the closo integration between sections of 


on Operational Soctor and its Opor Okrugs, source states that Opor Okrug’ 
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ohiofs eee: once a month to chiefs of corresponding sections on sector 
lovele nly after complotion of these reports do they prepare roports 
for their own opor Okrug chiofe Sectim chiefs of Opor Okrugs have tho 
samo command functions vis-a-vis Oper Gruppa chiefs under tho jurisdiction 
_ of the respective Oper Okrugse 

MGB organs are not only integrated as to command functions but 
they also collaborate Hesstia the conduct of operations and the collecting 
of intelligonce. Source has given an apparently authentic example of this. 
While section VI is not authorized to ongago in agent operations, tho chiof 
of that scction is, however, by virtuo of his position as section chicf, in 
a postion £6 initiate such operations. If, in the course of interrogation 
of o suspect by Soction VI, certain facts are learned which warrant a special 
follow-up, the Chiof of Section VI may go to tho officer in charge of his 
soctor, give him a summary of tho case and propose that an agent be briefed 
to get the desired confirmation or information. Tho soctor chicf will, 
depending on tho nature of tho case, call in the chiof of cithor Subsection 
I or Section II, ond order him to bricf one of his agents on tho cloments 
of the information in which Soction VI is interestcd. In cases of minor 
importance, the section chicfs will arrange among thomselvcs to obtain the 
informations As a rule tho Chicf of Section VI will not know tho identity 
of the agont entrusted with the mission and will mercly receive oa report 
Hes the soction concornod.s Source believes that in om invblvéd case ag 


officer of Scotion VI might bo callod in to dosbriof the agont. 


Be Hungary and the Soviot Zone in Austria 


Little detailed authenticated information on the MGB in these aroas 
‘is availabloe bakine the oxistonee of the Allied Control Commission from 
carly 1945 until late in 1947, Sovict counterintolligonee activitios were, 
. according to a report from two sep keawel yoni dofoctors, masked under 
a section of the ACC known as the "Inspektsiyae" From a roading of the 
Auiotione of the Inspoktsiya, it socms ovident that both military ond State 
Soourity countorintolligence woro carricd out, although this section had 
apparently no positive intelligence dutiose The PaBaceenl pi eons to have 
made uso of both Hungarian and Sovict agents and to have collaborated with 


local Hungarian police and military organizations. Althaigh these defectors 
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could not provide on exact orgenizational breakdown of the Inspektsiya, 
hy they were able to givo the following delineation of its functions: 


Le Countorintclligence activities on Hungarian torritory; 
discovery of spics or of eloments suspected of espionnges; 
investigation of sabotago cascsSe 


2. Detection of "anti-democratic," anti-Sovict ond anti- 
Communist organizations or activity, carricd out with 
the help of informants and ogentss 


Se Co-operation with the Military Political Division of the 
Hungarian ifinistry of National Defense, located at Nador 
Streot, Budapest, and with tho Hungarion National Polit» 
ical Police, at 60 Andrassy Roady Budapest. This co- 
operation consistod of a constant coxchange of information, 
of commonly orgnnized operations, of joint recruitment 
ond exploitation of agents and of an exchange of prisoners 
of intorost to any particular agency. 


4, Security of industrial conecrns charged with the delivery 
of reparations to the Sovietse Checks on political 
attitude of such firmst personnel wore conducted, and, 
in addition, the Inspektsiya had informants in practically 
all Hungarion industries. 


6 Security of former German-owned factories and other proper= 
ties taken over by the Soviets. Local and Soviet infor- 
mants were used extensively for surveillance duties. 


6, Security of Soviet military and: civilian personnel in 
ay Hungary. 


7. Surveillance of Soviet personnel in Hungarye This group 
was headed by 0 Maje REVIN whose deputy was 2. Moje 
GORLENKO, and it had the task of observing the behavior 
ond political reliability of ACC personnel. It also 
reported on the attitude ond behavior of the members of 
the Soviet diplomatic representations, trade missions 
ond other Soviet representatives in Hungary. The group 
studied the background ond daily activities of such 
Soviet representativos, learned how they spent their 
free time and determined their acquaintances. Informers 

‘ in the ACC reported to the two majorse All military 
personnel were also under close surveillance, in which 
work Hungarion informers were used. Special emphasis 
was laid on surveillance of Soviet personnel during 
official receptions, bonquots, etc, Soviet officers 

: were instructed to speak with foroign representatives 
only through interpreters who were always informants 
working for REVIN. 


8. Special security precautions concerning the Inspektsiya 
itself. 


9, Functions of a naturo unknown to sources. These involved 
froquent mectings in secrot places between members of the 
Inspoktsiya and people unknown to sources, apparently 
‘for the purpose of recruiting, bricfing and debricfing 
agonts employed by the Inspektsiynoe 


Nw Lt. Gone Mikhail BELKIN was Chief of the Inspektsiya. The above 
sources roported that he was succeeded by Col. VELIKANOV in July 1947, 


ond left for Baden, Austria to command a SMERSH unit under the Baden Aron 
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HQ Contral Group of Forces. Previously, the Baden group, under Col. 
“BEVZ, had dee controlled by the Hungarian Inspektsiya, but on the 
arrival of Lt, Gen. BELKIN the ontournge of Col. BEVZ was assimilated 
end the Hungarian headquarters reduced in strongth by approximatcly ono- 
holfe 
As yot, tho name and structure of tho MGB organization in Baden 

have not been ostablishod. It ve boon reported that tho Badon group 
includes both MGB and SMERSH, which may be a further oxample of the re= 
organization of 1946 when SMERSH was again placed formally under State 
Security control as the MGB Chief Directorate for Gauntuw neon ends 
in the Armed Forces (presumably GUKR-SMERSH)» According to available 
. information, positive intelli gonece functions aro included in the groupts 
dutics, the Baden hondquarters Mpertedily oxercising the following 
functions: | 

1, Counterintelligonce against the Westorn Powers. 

2—e Positive intelligence against the Western Powers» 

8, Countcrintelligence against the Hungarians and Austrionse 

4, Counterintelligonce among Soviet ava Sovict-omployed.. personnele 

5. Security of industrial concerns controllod by the Sovicts, | 

especially of those charged with the delivery of ropar- 

ations to tho USSRe 
6, Socurity of intelligence buildings. 


7 Co-operation with the Sovict clement of the Allied Control 
Commission in Austria. 


Ce Theo Soviet Zono of North Korea 

A definitive delineation of the MGB organization ond operations in 
North ee diesnee pegeture at present. Much of the information reecived | 
concerning Sovict Intelligonce in this aroa APPe ars y with Little question, 
to refor to SMERSH activitics 

Vile ORGANIZATION AND AU SS OF THE MGB IN SATELLITE 
TRIES 
At the presont time the primary MGB objective within satellite 

countrics appears to be tho organizod control and utilization of satellite 
intelligence, security, and police agoncicse This docs not, of COUrSC, 
proclude tho pueentien by tho MGB in these countries of its ovm soparate 
ond distinct agont nets, although the use of such satellito agencics | 


decreases the necossity for such scparate nets, 
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Tho utilization of these satellite agoncios is accomplished not only 


by direct liaison between them and MGB offices or roprosontatives, but also 


by placing MGB personnel in controlling positions in these agencicse In 


addition, satollite intelligence agoncies, particularly in Poland, havo 


been staffed with Soviot-trained satellite personnels Not only is the 


~ product of these agencies available to the MGB, but there are strong 


indications that the MGB consistently assigns them specific objectives 

and tasks. In addition, it is known that in the foreign intelligence field 
these satellite agencies are used to provide cover, support, and facilita- 
tion to Soviet espionage netse According to a number of reports received 
Surtap the past two years, the Soviets are increasingly concentrating their 


intelligence through these channels, including particularly the use of 


‘gatellite diplomatic establishments for cover and communications purposese 


In a number of instances, satellite official representatives abroad, who, 
without question, , have oe engaged in operational intelligence work, 
reportedly eee Resi eHRUGREIN IS directly to Soviet Intelligence and not 
ee of their own country intelligence agencye Phe vai lable information 
clearly reflects that the utilization of such satellite services is pri- 


marily a responsibility of the MGB. However, we cannot categorically assert 


that satellite intelligence, security and police agencies, as well as 


satellite diplomatic establishments, are not also utilized by Red Army 
Intelligence. | | . 

There are certain variations in the accomplishment of such Soviet 
control, depending on circumstances, In Ruma for example, it is 


apparent that key Soviet Intelligence personnel find cover in Sovict 


legations, commercial organizations or missions of one type or another. 


In Bulgaria, controlling MGB officials were given cover positions in the 
Allied Control Commission before the signing of the Peace Treaty, while in 
Hungary the entire MGB counterintelligoncs activities were parted on under 
the cover of the ACCe | 


In tho satellite countrios the Soviets have clearly adapted their 


methods to the exigencies of the local situation. It appears also that 


there is a closer, more direct, operational relationship between the 


Communist Parties and the intelligence agencies there than oxists within 
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the Soviet Unione Repats reccived point out that the Communist Parties 
havo a direct interest in intelligence and counterintclligoncey and that 
there arc strong indications of a froquent, direct, operational rclation- 


ship botwocn satellite Communist Parties and satellite intelligence agencicss 


Ae Poland 

The primary purpose of the Polish socurity and intelligence agencies 
is sapor ted to be the fulfillmont of Sovict policy. Three of these agencies 
were organized in, or prior to, 1945: the MBP, or Ministry of Public 
Security, which was sct up by the SEROV group, a Soviet joint operational 
intelligence command which operated at the close of the war dy pelans and 
loter in Germany; the UB, or Sceurity Police, which was organized by the 
MBP; and the GZI, or Polish Military Intclligende, which grew from a small 
Soviet SMERSH detachmont forming the intelligonce section of the Soviet- 
inspired Polish Kosciuszko Divisions Founded in 1945 wore tho KBWj or 
Internal Security Corps, a uniformed security ariny j the MO, or Citizonst 
Militia, on ordinary police forces and the intclligence service of the PPR, 
‘the Polish Workerst Party (tho Communist Party of Poland)« Of these, all 
but the UB were founded, staffed and controlled by Soviet officials or by 
their Polish puppots. Sufficiont information is available to pormit a 
limited and gencraliged analysis of Soviet control of the intelli gence 
_ orgonization of the PPR and of tho MBP. 

“The PPR is the principal instrumont of Sovict policy in Poland. With 
all inipo wut offices hold by its members, the PPR dominates Polish life, 
poth at home and abroad, indulging in the usual Sovict tactics of peno- 
tration, surveillance, ana sabotagee It is said to collaborate closely 
with the Soviet MGB and MVD ond with the Polish MBP, UB ond GZI, oll staffed 
largely by PPR personnel and Sovict Intelligence officorse This service 
rolios for agonts ond facilities on the Communist Party organization and 
on such front organizations as the ZWM (Association for the Struggle of 
Youth) and the OM-TUR (Youth Organization of the Association of Workers't 
 Univorsities). | 

eueinraly: the PPR is governed by its large public Contral Committee, 
but actually a scerect Politburo of cleven mombers doeidsecalt important 


matters and allegedly has policy linison with the Soviet Politburo and the 
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Central Committee of the CPSU in’ Moscow... ae 

The influence of the Polish Politburo is augmented by its control 
over the intelligence service of the PPR which is established under the 
cover designation "Soction B" of tho Central Secretariat of the PPR Central 
Committece "Soction B" is a complete intclligence organization dealing 
with both positive and countorintelligenco at home and abroade There is 
evidence that Sovict officials occupy some koy positions in it and that 
actual control is exercised by tho MGB. The sorvice is bolicved to have 
tho following soctions; a sabotage section, a forcign intelligence sesiees 
pa sibly an agont recruitment section, an internal surveillance section 
with the peRsOBONer observing and ponotrating oll legal and illegal oppo- 
sition groups in Polondy a technical section ond a porsonnel sectione 

_The MBP is, in somo of its functions, similar to the PPR "Section Be" 

It is charged with the political and civil security of Poland and its 
jurisdiction covers the suppression of all opposition and underground 
forees, the surveillance of government omployees and the onforcement of 
laws relating to State Sccurity. Jt has tho authority to use ere 
of soldicrs of the KBW and the M0. As informers, it uses mombers of tho 
PPR ond of various youth organizations and it uses not only informors 
idealogically motivated, but also many foreed to senebonats iiwctan Poors 
The Ministry has its own prison and its own guard unit. | 

Tho KBW, MO and UB have little intclligence or counterintol li gonce 
importance, but the GZI (Glowmy Zzarzad Informacji) or Polish Military 
Intolli gonce is charged with procuring military and political intclligence, 
maintaining sccurity in tho Polish armed forecs and doumbovin tery pores 
operations in Poland, all of which are under Sovict direction ond operated 
for the benefit of tho USSRe Direct control of the GZI in 1945 ond 1946 
is believed = have been in the hata of Lt. Gone Ne Ne SELIVANOVSKI, a 
Vice Minister of State Scouri tyx: 


Be Bulgaria 


Information on MGB activities in Bulgaria is vory moagore. Tho Bulgarian 
Communist Party Politburo is reported to control intclligencee chains within 
the country, which boforo the Peace Treaty came into cffect in 1947, were 


Boid to be directed by Soviet Intelligence through liaison channels in the 
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Allied Control Commission and no SEGRE ‘en Maje Gone Ae Me VOLKOV, 
one-time Chief of the Security Inspectorate of the ACC in Bulgaria and 
reported Chief of the MVD in Bulgaria, was said to be indirect contact with 
both Saigarian militia and army intelligence agenciesSs Cole Le As SEREDA, 
Chief of the Soviet Military aleeidn of the ACC and head of the intelligence 
service of the Soviet secupation forces, maintained coritact with the 
Bulgarian RO (Military suet id gonde)« Fyodor FECHINs formerly 3rd Secretary 
of the Soviet Legation, now said to be in Polvdiv, and believed to be Chief 
of MGB in Bulgariay has been maintaining sotiy poate with the Bulgarian 
State 'Soourity Section of the militia. It is also of intercst that the 
source fos this information comments thot the usual distinction between 
MVD and MCB ~ che baonee the executive arm for the enforcement of State 
Security and the latter strictly an intelligence agency = appears to be 
hohexistent in pulgotias Lv wenvennnl there have been reported serving 
in various intelligence and propaganda activitiess 
We are not eon seeten at the present time of sufficient additional 
authentic data to completely clarify this situations 
dg Yigoslavia and Albania 
In fugostavle and Albariia Soviet contol of local agencies seems to 
be exercised throu gh k ey Soviet officials in Soviet missions. The Yugoslav 
Intelligence Servicc, UDB, seems to be controlled by MVD and MGB techniéions 
and supervisorse Overall head of Soviet agents in such key positions in 
the UDB is repa’tedly Majs Gen, SIDOROVICH, Soviet Attache in Belgrade 
_Bince March 1947. ‘In Albania, Soviet liaison officers, supervisors ond 
‘technicians are attached not only to every agency of the central government 
but also to its toca subdivisionss The conter of Sovict Intelligence 
activities for Albania is said to be Tirane and the Soviet director is 
& Cole CHUVAKINe Apparently the Yugoslav Intelligence Service Seonstees a 
greater degree of independence and autonomy than is truc in other satellite 
countries. Tt is known that considerable authority over Albanion Intelli- 
gence efforts is cxorcised by Yugoslav Intolligence personnele 
De Rumania 
Information on the work of tho MGB in Rumania is available in detail 


from an agent source, much of the matorinl covering the organization of 
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tho MGB in Rumonia during 1946. To an unlmown oxtont, thoroforo, this 
information may have been affected by | reorganization of the MGB in 


Rumania in the fall of 1946, Inasmuch, however, as the MGB in Rumania, 


-a8 this source sketches its organization, follows fairly consistently 


the pattern of the known MGB organization in tho USSR, it is felt that 

the data furnished by this source are still at loast relatively acouratos 
‘The MGB in Rumania is sianeed with the collection of information on 

an aspects of Rumanian life and public opinions It keops undor survoil« 

Lance forcigners and foreign missions, the Rumanian Goves tines the 

Rumonian Communist Party and ‘Soviot officials in Funaniey a8 well as Soviet 

sovdiers ond. citizons residing in the country, Bossarabions and Soviet 


omigrose It also conducts operations involving the arrost, abduction and 


‘deportation to the USSR or liquidation of clomonts of the population con= 


sidered to be dangerous to the safcty of tho Soviet Union, 

The Director of MGB in Rumania popes tedly was Ivan Androyovich BAKHTIN, 
who had o cover employment as piso tors Gonocas of tho Sovrombank, the joint 
Soviet-Rumanian banking institution of Bucharest. Bosides his advisory 
staff, BAKHTIN controlled ‘the sections listed bolow: 


is Secret Section (Sekretny IT or SO, directed by Col. 
INKG and charge the following functions: 


& Surveillance of the Rumanian Communist Party. 

be Surveillance of the Rumanian Ministry of the Interior. 
@« Surveillance of tho Royal Palaces 

de Surveillance of members of tho Rumanian Governmente 

@e Preparation of false documonts ond counterfeit money 

for all sections of MGB. 

£. Control of transmitting stations of the Soviet Embassy 

and Army. 
Ge Operation of photostat ond photography sections. 


Also connected with $0 arc a group in TASS with iio duties 
end a group in Sovkino, snid to be responsible for survoillanco of the 
Royal Palacey loaders of the Rumanian Conmmist Party and members of the 
Rumanion Government. Tho offect of the ARE Oa OR of Mihai on the functions 
of certain of tho so sections is not knows eee collaborating with the 
MGB in the operational funotions indicated roree the Rumanian SSI 


ee Foroign Section (Inostrany Otdel) or INO, directed by De Ge 
y and divided into the following subsections: 


Qe Subsoction for the control of foreigners.e (Pod-otdel 
kontroly eo) hoaded by Ae Ae MIKHAILOVs 
e 


Maintains copies of files and photographs of all 
foreigners resident in Rumania 
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be Subsection for the control of foreign embassies 
(Pod-otdel kontroly inostrannykh posoltsv), 
headed by As Vi YARSINe Controls agent networks 
of 


(1) Georghe ALEXANDROVSEI, with the function of 
recruiting informers in legations and the 
_ eollection of information oe thems 


(2) Alexander MOJATSKI} with ae function of sure 
veillance of foreign legations through the 
Rumanian State Security Service and the 
Bucharest Police Prefectures Special interest 
is said to be given the Turkish, Swiss, French 
and Italian Legations 


Oe Subsection for the eonbrol of Allied  Wistons (Pod-otdel 
kontroly soyuznykh missii), directed by A. Ae 
SEVASTIANOVA. Controls agent networks of 


(1) Constantin DRAGONESCU, with the function of su 
veillance of the American political and mili- 
tary missionse 


(2) Ne CARJE, investigating and shadowing squad made 
up of detectives from the Rumanian Security 
Services 


de Subsection for the control of the Rumanian Ministry 
of Foreign Affairs (Pod-otdel kontroly ministerstva 
jnostrannykh del v Ryuminii), directed by Leonid 
KARANDASHOVe 


6s Subsection for the control of citizens having relations 
with persons abroad (Pod-otdel kontroly zhitelei 
kotoryye imeyut svyazi inostrantsami), directed by 
Nikolai BARDICHEV, Makes use of the Rumanian post 
office for censorship of mail. 


3. Economic Section (Ekonomicheski otdel), directed by Ne. Pe 
FINOGENOV, chief representative in Rumania of the Soviet 
Ministry of Foreign Trade; divided into the following 
subsections; 


& Industrial subsection, directed by I. G. GRINENKO, 
reported as head of Sovromlemn, the joint Soviet} 
Rumanian lumber company, and as an official of 
Resitza, a large metallurgical corporation, Con- 
trols networks of industrial espionagese A subs 
office handles oi] information from all parts of 
Rumania, including data on American, British and 
French oi1 companicse , 


be Financial and economic subsection, directed by K. Se 

MALINOVSKI, under Sovrompetrol cover. Studies 
Rumanian financial developments and trends; in- 
cludes an important research group known as the 
section for the destruction of capitalism (Otdel 
pogloshcheniya kapitalisma), directed by Iosif 
KOTLEAR, under cover of the economic section of 
the Soviet Embassye 


‘Ge Subsection for co-ordination and economic information, 
* directed by Igor POLESCHIUK, under cover of 
Yughvneshtrans, a shipping agency. Collects Rumanian 
economic intelligence for a so-called Research and 
Co-ordination Bureau in. Moscow. (Affiliation of this 
bureau with the MGB is considered problematical). 


ie 
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d, Armistice Subsection, directed by Nikolai RAMZAITEV. 
Responsible for field supervision of deliveries to 
the USSR under the armistice, and the fulfillment 
of economic agreements with Rumanias 


@» Subsection for collaboration with Combined Political 
Police and Security Services, directed by Capte 
Taris NIKOLSKI. Probably collaborates with the 
economle sections of Rumanian security services 
and maintains surveillance over the black market 
.and other clandestine cconomic activities of Soviet 
citizense | 


4, Information Section (Informatsionny Otdel). Reported to be 
ne largest MGB scction in Rumania, rected by M. Pe 
SHUTOV, o..press.ottaché ‘of the Soviet Legation, divided 
into the following subsections: 


Qe Political Information Subsection, Gathers intolligence 
on activities of tho historical parties and opponents 
of the present regime in Rumaninoe 


be Military Information Subsection, Directed by Col. 
YERIOMIN; collects intelligence on the Rumanian 
Army and Navy and resistance movoments in these 
services. 


Oe Subsection on information regarding the USSR, directed 
by Yaska ROTTMAY 3; collects material on the Rumanian 
attitude toward the USSR and its Slavic satcllites, 


d» Political Tondencies Subsection, directed by Pe As 
Z0TOV, attache in the Soviet Embassy. 


eos 6» Subsection for the supervision of Bessarabians and 
‘White Russians, diroeted by Col, LEOCHENKO. Carries 
_out surveillance of Bessarabians, Ukrainians, and 
‘Russien emigres resident in Rummia and maintains 
ecard files on all such individuals. 


Be Operations Section (Operatsionny Otdel).s Directed by Ie Ae 
{ or BAGRATIONs andles arrests, abductions and 
deportations and maintains liaison with Rumanian and 
Russian police and intolligence agenciose 


6e Spocial Section (Osoby Otdel). Directed by Col. LISTROVe 
greed wit e political surveillances and education 
. of the Soviet armed forces in Rumanias 
7. Private Section (Chastny Otdel). Reportedly directed by 
: Col, Ne Le VEREVKAe Charged with maintenance of the 
. soourity of the Sovict Embassy, MGB offices and other 
Sovict installations; protection of prominent Sovict 
officials in Rumania. 
8e Records and Filcos, Divided into threo types of files: 
political card filas, stato sccurity filos, and files 


of material relating to MGB liaison with Rumanian 
,  oYganizationse 


VIII, FIELD ORGANIZATION AND OPERATIONS OF THE 
ABROA 
eas Insofar as it is possible to do so, there have becn dissussed above 
the ficld operations of various MGB organs within the USSRe While it is 


not within the purview of this study to ottompt to discuss or summarize 
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in detail specific MGB operations abroad, or to sot out in dotail MGB 


operational techniques and methods as thoy rolato to operations abroad, 


gertain comments are scot out below concerning tho fiold organization 


and operations of tho UGE in countrics subeaas tho Sovict Union. 

| Tho MGB organization rosponsible for seesautonal espionage and other 
‘operational intelli gence ete an countrics outside the Sovict Union obe 
viously does not reflect or parallcl with any exactnoss the toadeeeeoss 
orgenization of the ontirc MGB.e It is, of course, well established that 


such operations are under the Cae primarily of the INU and its 


 subordinato INO's, although thoro are numerous reports Sead abis’ concerning 


alle ged Oroe ee operations of the KRU ond possibly of tho SPUe 

Although certain relatively seawtent characteristics of INU organi- 
zation abroad havo becn noted, it is difficult to draw gonoral conclusims 
concerning the form such orgenization may take in any given arco, since 


the INU, while rigid in its discipline and controls, has exhibited con- 


_ siderable elasticity in adapting its field organization to varying con 


BueeOn es Basically, INU operations abroad are sonducted through o scrics 


of independont, primarily unconnected espionage nots or parallels. For 


“purposes of convonionec, these nets are gonornlly referred to as being of 


one of two types, oithor a legal or official residency or an illegal or 
underground residoncy, dopending upon whothor or not the staff of ficial 
responsiblo for thoir dircetion is oporating under official cover, ede, 
as o known and admitted official Sovict ropresontative. 


While it is known that the MGB mokes constant efforts to keep not only 


its espionage nets soparate, but even to soparate parts of the same net 


for security purposes, thoro arc numerous caso oxamples where this principle 


has been extensively violated. Also typical of INU operations is the use 


of a legal residency to support ond facilitate tho operations of a net or 


nots operatod by an illegal resident. Thus, in many areas, MGB agont 
parallols directod by an MGB offieiol in an diieeat status have still con- 
sistently been supplied with funds, instructions, and commumications chonnels 
by the MGB orgenization within an onbsssy, consulate, or trade missione 

| In some instances, high-ranking officers of Beate. Soourl'ty have been 
dispatched abroad apparently with jurisdiction aa control over most, if 


not all, MGB oporations within a single country or oven more than one countrys 
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For example, it was roliably reported in 1943 that a Major General of 
State Security, assignod to tho Sovict Embassy in Washington, D. Ce, was 
in charge of all INU operations for North America. There also have becn 
instances whero MGB/USSR has apparently dispatched agents directly to a 
particular country on areca to operate independently of any rosidont or 


superior in the country of their assignment, reporting diroctly to MGB 


headquarters through their owm channels. Typical also of INU/MGB 


operations abroad is tho use of one country os a baso of operations against 
anothere This operctional approach has boon so consistently followed that 
it has almost become an ostablished principle, involving security advantages 
which arc obvious. | 

| At the ficld level, the organizations and instrumentalitics of INU 
are, insofar as possible, kopt scparate ond distinot from those of any 
other operating Sovict Intelligonee agency, and as a matter of standard 
practice, for cxample, it appears that GRU representatives in any given 
country know pHAoticaliy nothing of MGB operations in tho same arcaog 
Particularly noticeable in INU operations abroad has beon the soiptote and 
constant stross placed on sccurity moasuros, an omphasis frequently carricd 
almost to ridiculous oxtremes. Obviously, no operational intelligence 
agoney can run agent nots abroad with absolute and consistontly unbreached 
security, but the MGB has approached this gool in its forcign opcrations, 

Charactoristic of INU operations abroad is a consistent depondence 

upon the Communist movemonts in all countrics for support, assistance, and 
a8 4 recruiting base for agent and operational haneaaton As a result of 
this dependonce, a large porcontage of INU agent and even operational 
personnel continucs to be recruited from Communists, Sryprec commuters, 
fellow-travelers, parlor poisnee a so-called loft-intcllectuals. 
Numerous instances havo becn noted of instructions ond advice from Densonies 
forbidding the identification of INU operations with a local Communi st 
Party, ond oven going so far as to enjoin against the use of Communist 
Party mombers as agentse Déapite those instances, the use of Communist 
personnel in ngont operations by INU is both widesproad ond consistont, 
Froquontly local Communists have becn compelled to sever all connections 
with tho Partye In other instances, ee Communist Party mombers and 


Communist Party officials involved in INU operations have continued to 
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maintain their Party posts sam ESRET change in status. Although 
there is no definite proof, it is probable that major INU officials 
operating abroad are still given carefully selected Party contacts to 
facilitate their operationse It is known that in numerous éases during 
recent years one or more high officials of local Communist Parties have 
been made aware of MGB recruitment of Communists for "secret work"; isés, 
espionagee 

According to one defecting Soviet agent, the organs of State Security 
in 1943 began stressing the formation of agent parallels, using the so- 
called "pole" system of organization, more frequently referred to as the 
"double cutout system." While it is difficult to perfect a consistent 


system of this character, considerable effort apparently has been expended 


to attain success, This type of orgonization, of course, contemplates 
_& maximum security parallel wherein instructions and information are 
passed through a series of cutouts, very few of whom are given any knowledge 
of the real identity of their subordinate agents or of their superiorSe 
According to this same defector, at about the same time INU, at least in 
one area of ee importance, began to transfer the direct control and 
wr) operation of a number of agent nets from operational nensonnen originally 
recruited from native or international Communists ts staff officers of 
complete Soviet background. At least one important NKGB agent, who 
apparently was recruited originally from international Communist circles, 
has been quoted as complaining bitterly in 1944 that the "old ae 


in the business were being replaced by young Russian State Security officers 


who knew Little of the areas or problems involved, 


IX. ESTIMATE OF MGB EFFECTIVENESS 

* At present any detailed estimate of the effectiveness or of the 
strengths ond weoknesses of the MGB is not only difficult but perhaps 

‘ presumptuous e There is insufficient outhentio or documented knowledge of 
the extent, character, and identity of all MGB operations upon which to 
base a definitive analysis of its airoati wueste However, certain comments 
con be made on the basis of available data. 

It is not difficult to detect flaws in wovieue MGB operations or to _ 


tabulate a considerable number of maneuvers and techniques which, in 


oe 


a 
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particular instances, have appeared both incorrect and foolishe mises is 

also abundant evidence available reflecting extreme competence and effect- 
oe) iveness in MGB anewanteus, both insides and outside the Soviet Unione . 
Obviously, if the MGB is to be compared with a standard of perfection, a 
number of valid criticisms might be made ofits operations. If, on the 
other hand, it is to be compared with the standard of performance euneraliy 
attained by other ral eonos and security agencies, it must be admitted 


that, as a whole, the MGB is competent, cfficient, effective, and oat times 


‘ 


brilliant in its operations. Among the obvious strengths of the MGB, of 
course, arc numbered its size, power, facilities, continuity of operations, 
continuity of personnel, and the prestige and prerogatives diten are known 
to be given to the officers of State Security, Within the Sovict Union, 
itself, as a State Security ond repression agency, ‘ine appears little 
question that the MGB is, as its predecessors have becny an oxtromely 
effective force - with little question, the most powerful single agency 


within the USSRe “The power, jurisdiction, and facilities of the MGB are 


ee | | (11 (N1 | | | |i) 
C] 


go extensive that it is possible, of course, for it to approach the satur-— 
ey . ation point in both intolligenee and seourity operations. We do not 

question, in this ropord, that the MGB ond such components of the MVD as 

are operationally utilized by it, represent by far the largest, most extensive, 
and the fuse all-pervading intelligence igeney witch is, or has rocently 
beon, in oxistenco. Not the least among the assets of the MGB also is its 
unlimited choice of methods, the offoctivoness of which was amply demon- 


strated in a parallel situation during World War II by the contrast between 


1 RE PS SP LAF 
\ 


the effectiveness in certain instanecs of the Abwehr ond the RSHA in Germanys 


Anothor strongth of the MGB is, of course, its strong Party character and 
| the consequont consistent roliability of most of its personnel. The tremendous 
‘penefit which it derives from the availability of the World Communist Move-~ 


ment for facilitation ond support has boon covered adequately in other 


sections of this study. 

. Finally, a knowledge of the particular strengths and effectiveness of 

| the MGB includes a realization that the soviot State as a whole not only 

east places great stress and dependence on both the security and intelligence 
aspects of MGB work, but is obviously willing to Sepbed almost unlimited 
men, money, and resources in the accomplishment of security ond intelligence 


objectives. 
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Stich weaknesses of MGB operations, as have been pointed out, primarily 
apply to MGB oporations abroade That these weakhesses aro far from fatpl 
ip onply demonstrated by the disconcorting lack. of. .knowledge which other. 
intelli gone agencies possoss‘of MGB ee yn Alsoy such seuiecaeos 
os can be pointed out nnd. such apparent orrors in judgmont ond approach 
ag have been noted have not appeared in all knowm MGB operations, nor havo 
they beon revealed with sufficiont frequency to state definitely that 
thoy are symptomatic of all or even a major portion of MGB oporations 
abroade Onc of the characteristics of MGB operations which can be con-= 
sidered at least as a wookness is tho provincialism and lack of forcign 
oxporionce opparont in much of its personnol. Obviously, however, many 
of the Gapopelnnes eusiits of this are obvinted by the availability of 
native Communists and apyobolasumuniets as agont personnel, In many 
cases, the omnivorous thirst for knowlcdge displayed by the MGB has 
appeared to prejudice the procurement of good, vital, important ee 
In certain cases also, an apparont lack of judgmont as to the relative 
importance of sperattons and information has boon obviouse 

Also noted has boen an extreme range in the competence of various 
MGB agonts and operations, varying from those involving the most carcfully 
conceived operational plans to be carried out by extromely Abi personnel 
to numerous "shotgun" operations using poorly trained, unsuited, and 
stupid personnol, the results of which could hardly be of Sy event value 
or importance, There has also boon noted in eeortain instances a tendency 
to waste timo and Senecnnel in the conspiratorial procurement of infor= 
mation which could more readily and more quickly be procured through 
overt mconse A corollary to this has beon a frequent refusal to utilize 
or dopond on available facilitics and to so over-complicate an intolligonce 
operation that it appeared to involvo a doliborato avoidance of simplicity. 
The constant stress on security and on tho strictly conspiratorial aspects 
of intclligeonce operations seems to have contributed to a loworing of 
efficiency and effectiveness in many cascSe 

| Although the procurement by MGB of intclligenee information some- 
times sppsanate involve an unjustifiod oxponditure of time, effort 
and resources, the MGB WAgaesCtonani sy: dees procure a great volume of 


extremely valuable and important data from practically overy area on carthe 
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Our knowlodge is too limited to permit us to draw valid conclusions as 
to tho comparative offectiveness of MGB headquarters ovaluation, corrce . 
lation, ond utilization of this tremondois mass of roports and documents. 
ews’ Possessing as it doos the automatic ecross~-checks of an intelligonceo 
system composed of independent parallels working to attain the samc obs 
joctiveos, it would appcar that such evaluation, correlation, and utili- 
zation at the headquarters level should bo proficicnte However, there 
are grounds for bolicf that the cffectivoness of Sovict evaluation and 
we eation of this intclligonco information is considerably lessened 
by the tromondous bulk of the information, by tho provincialism of certain 
headquartcrs porsonnel, and by tho bias and self=scrving analyses in- 
mitontea not only by a too strong belicf in the dialectical approach 
but also by the uses necessarily incident to a monolithic, despotic 


pbureaucracye 
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NOTE: In connection with the chart of the dispatch of INU agents, 
the bulk of known cases reflecting the dispatch of anagent toa 
foreign country by an INO at republic level, shows that, while the , 


actual dispatching and the euthority therefor are centered in the INO 


of a republic, the agents were dispatched through the channels and 


facilities of an INO/UMGB at oblast level. However, it is not believed 
that this is universally true, and it is felt that in certain instances, 
at least, agents may be dispatched by MGB at republic level independent 
of the channels a facilities of the oblast INOe The extent of the 
authority possessed by an oblast INO to dispatch agents independently 

of the authority or control of either MGB at republic or USSR level 

4s not clear. Remembering howevor the extont of centralization of 

MGB structure and organization, it is felt that ony independent dispatch 
of agents by an obiast INO is subject at least to authority and clearance 
from MGB at republic, or in certain instonces, USSR level. It should 
also be noted that INO/UMGB of the Leningrnod oblast appears to occupy 

a status paralleling in iupoweenee that of a republic INO, being similarly 


directly subordinated to INU/MGB, USSR. 
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